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Disclaimer

As per Article 246 of the Constitution of India, Public and Police order is the responsibility of the
State. Due to transnational and borderless nature of cybercrimes, this Portal has been developed
for facilitating public to report cybercrime complaints online.

All the reported complaints are dealt by respective State/UT police authorities based on the
information provided by the complainant for necessary action. This portal has been designed to
report complaints related to cybercrimes and should not be treated as an FIR. State /UT authorities
are responsible for appropriate action on the complaints reported on the portal. Complainants are
advised to take care of the accuracy of information provided by them on the portal.
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1. Background

Ministry of Home Affairs, Government of India has set up ‘Indian Cyber Crime Coordination Centre
(14C)’ to deal with cybercrimes in a coordinated and comprehensive manner. Following are seven
components of the centre:

National Cybercrime Threat Analytics Unit (TAU)

National Cybercrime Forensic Laboratory (NCFL)

National Cybercrime Training Centre (NCTC)

Cybercrime Ecosystem Management

Platform for Joint Cybercrime Investigation Team

National Cybercrime Reporting Portal

National Cyber Research and Innovation Centre (NCR&IC)

Noga~wb =

One of the components of 14C is operationalisation of National Cybercrime Reporting Portal to deal
with all types of cybercrimes. The earlier Cybercrime Reporting Portal www.cybercrime.gov.in was
for filing of cybercrime complaints pertaining to Child Pornography (CP)/ Rape Gang Rape (RGR)/
Obscene Content only, however, the National Cybercrime Reporting Portal facilitates filing of all
types of cybercrimes with special focus on the cybercrime against women and children.

2,

Introduction

Working of the Portal

Vi.

Vii.

This portal facilitates a person to report any kind of cybercrime under various available
category and sub-category, including cybercrimes affecting women and children. List of the
categories and subcategories is provided on Annexure ‘A’

There is a dedicated section ‘Learn about Cybercrime’ on the home page of
cybercrime.gov.in portal under which you can find out description of various type of
cybercrime that can be reported through this portal

Assignment of a reported complaint to a State/UT is done on the basis of the address of
the complainant.

For future tracking of the complaint, the complainant will receive a complaint ID on the
registered mobile number and e-mail address. This complaint ID is not an FIR number but
is a confirmation of registration of complaint on the portal.

The jurisdictional State/UT law enforcement agency will also send the update of action
taken on the registered mobile number and e-mail ID.

In case complainant is not satisfied with the action taken by the State/UT law enforcement
agency he/she can reach out to grievance officers of the concerned State/UT.

The complainant can track status of his/her reported complaint by logging into the account
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Purpose

The purpose of this citizen manual document is to describe the functionalities and workflow
that is provided to citizens on the cybercrime portal for reporting other cybercrimes
(excluding Child Pornography, Rape/Gang Rape and Obscene Content related
Cybercrimes) complaints.

In addition to the information contained herein, further guidance can be found in the Help
and Sample of evidences in Annexure 'B' and Annexure 'C'
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3. Report Other Cybercrime Flowchart

REPORT OTHER CYBER CRIME WORKFLOW

) _\\ ry Complainant will type the URL cybercrime.gov.in in the address bar of internet web browser e.g.
Start _/ Internet Explorer, Mozilla, Google Chrome
Portal ¥ REPORT WOMEN/CHIILD REPORT OTHER N
RELATED CRIME CYBER CRIME
https:/fcybercrime. gow.in
REPORT ANONYMOUSLY l | REPORT & TRACK |
S /
. |B. Report other cybercrimes
File a complaint % 5 3 = v
Navigate to Report Other Cyber crime and then click on "File a Complaint” to report and track the
|complaints
k4
|C. Accept T&C
Accept TRC P |Complainant need to read the message and click on "l Accept”
h 4
Registration/ Login o |D. Registration / Login Screen
Screen J |Complainant will get citizen login screen
Y
Click on "Submit™ |E. Click on "Submit” button
button |Complainant need to fill the following details { Jatory) to login into the system to report the complaint.
|- First Name {Mandatory)
- Mobile Number (Indian Mobile Number, Mandatory)
|- OTP will come on mobile
,_—_‘ \- Type security answer for authentication
il |-Forget Username (Incase forget the username)
!- After providing information then click on submit button to proceed complai porting screen.
[F. Complaint Reporting Screen
Complaint Reporting [eiin-A [Inckdent Detalo}
Screen |- Complainant will provide the incident details. Select the "Category & Sub-Category of complaint” from
{the drop-down (Mandatory)
v |- Select “Mode of communication” and provide details {e.g. Email, Website, Mobile/WhatsApp, Other)
Section A - Select approximate “Date and Time” of incident {Mandatory field)
Incident Details - Select the “Where did the incident occur?” — {Attachments, Email, Facebook, Hike, Instagram, Snapchat,
Tik Tok, Twitter, WhatsApp, Webiste URL, WeChat and Other).
- Upload evid if any (Maximum allowable limit is 5 MB).
4 - Provide any additional information about the incident.
. |- Click Save and Next to proceed
(D | o g e
The suspect details shall have the following fields, but will not limited:
i— Enter “Suspect Name” {If there is more than one suspect then click on "Add More")
- Select |D - suspect’s identity id e.g. - {Driving License, Email, Gov. Issued Card, Mobile Number, PAN Card,
Voter Card and Other)
- Complainant may share the suspect’s address for correspondence
v |- Click Save and Next to proceed
|Section - € (Complainant Details)
Section-C Provide the following complainant details:
Complainant Details - Enter the “Father/Mother/Spouse Name”
- Select “Relationship with the victim”
|- Type email id if any, for further communication during the investigation
- Upload victim National ID {voter ID/ PAN card/ Driving License...) {Mandatory field)
v |- Provide the complainant’s address for correspondence
- Click Save & Preview to p d
Section-D |Section-D {Preview & Submit)
Preview & Submit - Preview button before submitting the complai
- Click “Back” to edit the filled information
e
= o G. Confirm & Submit
Confirm & \ - Qick “Confirm & Submit” to submit the complaint
Submit - Download PDF to download the complaint
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4. HOW TO REPORT A COMPLAINT

Type the URL https://www.cybercrime.gov.in in the Web browser

Step 1: Navigate to Report Other Cyber Crime section

Select Report Other Cyber Crime,if you want to report an online cybercrime such as Online and
Social Media Related Crime, online financial frauds, hacking, cryptocurrency crime, online job
fraud, online matrimonial fraud, and other cyber crimes. Following are the steps to report a cyber
crime complaint:

l. Click on “File a complaint”

T &
MIMISTHY OF G -
HOME AFFAIRS i

- e

A FCHEN WAMAE N CHHL O WELATE D CREME - REPORT O THER CYWEN TR

Filing & Complaint on Mational Cybercrime Reporting Portal

Thia portad iz an inftlathve of Government of Inddin (o fecilitate victima‘complalinents o repost cybercrime complalints cniine. This porisl caters o complaints
partaining to cybercrbmesonty with special focus an cybercrimes agalnst wosmen mnd childran, Complalnts réported on this portal are dealt by Liny anforcament’
agoncles’ police based on the Information seaitatzle In the complaints. It 13 nporative to provide correct and accurate details while filing complalnt for prompts
Bt

Phesse contact local police in case of an emergency of for reparting crimes other than cybercrimes. Mational palice befpline numbier s 100. National vwomer
Belpline number is 101

Il. Read the message carefully in the window and check on the “I Accept” checkbox.

filing a complaint with this portal, we wauld request you to read the below information regarding terms and conditions. Should you
queries prior ta filing your complaint, view Frequently Asked QuestionsFac)

The information I've provided on this form is correct to the best of my knowledge. | acknowledge that providing false information could make me liable to p'en'éi
‘actions under |ndian Laws.

lunderstand that action on the complaints reported on this portal shall be taken by concerned authorities as per Indian Laws.

The complaint information you submit to this site is encrypted via secure socket layer (SSL} encryption. Please see the Privacy Policy for further information.

. Under Report Other Cyber Crime, click on “Report Other Cyber Crime”. Also
accessed from “HOME” page :

tharnk you for your cooperation.

HOME REFORT WOMEN/CHILD RELATED CRIME ~ REFORT OTHER CYBER CRIME RESOURCES ~
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Step 2: Login for reporting a complaint

You will need to register yourself using your mobile number. You will receive a One Time Password
(OTP) that will be used to verify your phone number. The OTP is valid for 30 minutes. Once you
successfully register your mobile number on the portal, you will be able to report the compliant.

You required to fill the following details (mandatory) to login into the portal to report your complaint.

i. Enter your name in “User Name” field (mandatory)
i. Enter your Mobile Number (mandatory)
ii. Click on Get OTP
iv. Enter the OTP (received on mobile number) (mandatory)
v. Enter the security answer for authentication in the field provided
vi.  Click on Submit button

S e -
T MINISTRY OF “/13/ y
> HOME AFFAIRS - :

ez
P: 10408
(! 1 k-

=3

An OTP has been sent to your Mobile Number. Please enter
that number into the above text box

Step 3: Select category and sub-category of Complaint

From this portal, complainants can report online cyber crime complaints. For each category and
sub-category detailed steps are mentioned below.

Under Incident details tab, select the category of complaints.

Select “Category of complaint” (Mandatory) from the drop-down (following Eight options
are availabe in drop-down) :

Online and Social Media Related Crime
Online Financial Fraud

Ransomware

Hacking

Cryptocurrency Related Crime

Online Trafficking

Online Gambling

Any Other Cyber Crime

NGO WN =
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Report & Track

Update Mobile Number Report Cyber Crime Check 5tatus Case Withdrawal

Incident Details Suspect Details Complainant Details ‘ Preview & Subpnit

Complaint / Incident Details

Category of complaint®

Sub-Category of complaint - *

Approximate date & time of
Incident/receivingfviewing of
content : (24 hours format) *

Reason for delay in reporting : Online Gambling

1 et - -~ =i 9 -
Where did the incident occur? - Select Infarmation Source L

Piease provide any additional
information about the incident *

e

Maximum of 1500 characters -| 1500 | characters left

Similarly, select the “Sub-Category of Crime” (Mandatory) from the drop-down for

Step 4: Provide Incident Details

Fill the following details about the complaint/incident details

Vi.

Vii.

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”- Select from the dropdown the source of
evidence like social media platform (Facebook, twitter, Instagram etc.), messaging platform
(WhatsApp, hike etc.), e-mail, website, URL or other (Mandatory)

Enter email Id (Mandatory) if select other no mail ID required

(Note: For help on uploading evidence refer AnnexureB Help,Section 10)

Upload evidence if any (Maximum allowable limit is 5 MB). (Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed
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Report & Track

Update Maobile Number Report Cyber Crime Check Status Case Withdrawal

Incident Details Suspect Detalls Complainant Details Preview & Submit

Complaint / Incident Details

Lategory of complaint* Crline and Social Media Related Crime x &
Suip-Category of complaint 2 * Cyner Bulying / Stalking | Szwting v a,
Approximare date & time of 217062019 'HI—'- m MY | [ah 7]

Incidentfreceivingiviewing of
content ; (24 hours format) *

Reason for delay in reporting ;

i inci 7 - z : =
Where did the incident occur? - Safect i EFaHoR SoUfcE v

Delete |

Other Media

Please provide sny additional
information about the incident

--------------- ESESSSETESSESS

SSECSSEESSSES

e

Maximumy of 1500 characters -| 1500 | characters left
I Save & Next I

Step 5: Provide Suspect Details

Share the suspect details if suspect is known.
a. Enter “Suspect Details” to help in investigation

i. Enter “Suspect Name” (If there is more than one suspect than click on Add More)

ii. Select ID — Provide suspect’s identity id e.g. (Driving License, Email, Gov. Issued Card,
Mobile Number, PAN Card, Voter Card and Other) then click Add and subsequently add
the selected details.

iii. Please upload any photograph of suspect.
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Report & Track

Update Mobile Number Report Cyber Crime Check Status Case Withdrawal

ncident Details

Complainant Details Preview & Submit

Suspect Details

Suspect Details

i Please share the details of the suspect. Any informabion provided wilf be kept confidential and may help durning the nvestigation.

e m

e Fila | Mo file chosen

e No

e e

b. You may share the suspect’'s address for correspondence if known (Click on Yes and fill the
below details)

i. Type house no., street name, colony, village/town/city, tehsil details
ii. Select “Country”

ii. Select “State”

iv. Select “District”

v. Select “Police Station”

vi. Enter “Pin code” number

vii. Click Save & Next

Do you want to share address of Suspect 73 S LR

House Mo: 95 Country (MOIA v

Steet State EalpctErstn -

MName

Colony District Selpct District T

Vil Town/City New Dethi Paiice Select Police Station ¥
Station

Tehsil Pincode

o e

Step 6: Provide Complainant Details
Click on “Complainant Details” tab to provide the details of complainants

a. Fill the complainant details
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Select the “Gender” & Enter “DOB”.

. Enter the “Father/Mother/Spouse Name” details (Mandatory)
ii. Select “Relationship with the victim”
. Provide your email id if any, for further communication during the investigation

“Upload victim National ID (voter ID/ PAN card/ Driving License or any Govt. issued card)’
- (Mandatory)

Complainant Detaiisé

MName : Seleck v jitesh

Maobile No. - B708508R92

Gender: Calact Candor =

aelacriae

DOB e

od 1YY

Father/Mother/Spouse  |poipar v
Mame*

adssasa
Refationship with the victim - Selact Raiation .
Email Id

our Email 1d

Remove

Please Upload Any Mational ID of wictim:* Koalajpe

b. Provide the complainant’s address for correspondence

Select Your “Nationality”

. Type House no., Street Name, Colony, Tehsil details
ii. Type Village/Town/City

Select “Country” (By default India)
Select “State” — (Mandatory)

i. Select “District” - (Mandatory)
Vii.
viii.
ix. Enter “Pin code” number

Select “Police Station”
Enter “tehsil”

Click Save & Preview

UV I NITRE_ IV O LR
Complainant Address

;_..i-.l.au.se ;q.o.-. st s S S Coumw _
| Street Name State * KARNATAKA
| Colony District* SAVER
Vill/Town/City Police Station m

Tehsil Pincode

=@ 3 e
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Step 7: Preview & Submit

Click on “Preview & Submit” tab to review the information you provided before submission of the
complaint

a. Click “Reset”, if you want to edit the filled information, or
b. Check “l Agree” Button

c. Click “Confirm & Submit” to submit the complaint

Complainant Address

Matignality ; INDIAN
House N P A Country: INDIA
Street /A State: KARMATARA
Marme:
Caolony: A District: HAVERI
Vil Town/City: Police MN/A

Statlon:
Tehsil: /A Pincode: MN/A

| acknowledge that providing false infermation could make me liable to penal action under indian laws.

"
4

| Agree,

On submission of the complaint, a complaint submission confirmation message with ‘Complaint ID’
will be displayed on the portal

Complaint submitred successfully. Acknowledgement Numberis
21607190000552. Please note it for future reference.

You will also receive a message and e-mail on the registered mobile number and e-mail ID once
the complaint is successfully submitted on the portal.

Step 8: Generate PDF of reported complaint

If you want to download the complaint, click on the “Download PDF” option, details of the complaint
reported gets downloaded in PDF format, which could be used for further reference.
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Complainant Address

H. Ma.: F-328

Straet Mahatma Gandhi
Mama:

Colony : MR

Will/Town/Ciry  Dwarka

Tensil ¢ MAA

Courtry: INDIA
State: DELHI
Diztrict: CAMARKA
Falica DAWARKA SOUTE
Station
Fincode ¢ M
B

Following are the sample of downloaded complaint

b
MNEETRY OF
HOME AFFAIRS

Cyber Crime Complaint

C 1 Incident Details
Ackpowledgement Number : 21507 190000552

Category of complaint
Sub-Category of complaint

Have you loat money?

Complaint Type : Repor and Track

Ondine Financial Fraud
Infernet Banking Related Fracd

Mo

Approzimets Das: ZWOTII018 HH 02 MM | 04
Reason for delay in reponting: LS
Supporting Evidence:
F&s rent mtormation s Evatence
mad D | | B Lotier ot
gidinehign gentve ighg vehngn
ry tkitonal about g ol ksl )
ohtgea mame -
Suspect Detaila
Suspect Hame 10 Type Country Cade 1D Nurmber
ancd Email MA abe@gmal com
Pease Uptoad Any Photograph of Suspect's: 7%
Address for Suspect
House No. 1 Country INDRA
Streat Name 2 State KERALA
Colony 3 District THRISSUR RURAL
Vill | Town  City 4 Police Station PAZHAYANNUR
Tehsil abc Pincode 234554
Complainant Details
Waime ABC
Mobiile No. BE02445TS
Gendor. Male
Dos. T2
Father Mame ¢ bed
Retationship With the Victim Father
National 10 of Victim Office Lens 20160104-160334__1451903942_107. 167 105.54 jpg
Email Id abcggrmail com
Nathonality : INDHAN
Address for Carreapandence
House No. LT Country INDLA,
Stieet Name Wik State KARMATAKA
Calony WA District HAVERI
Wil { Towm ! City NiA Police Station A
Tehsil N Pincode L
Uploaded File Information:
Number of Uploaded File 1
{4). File Name : Shrawan Kumar - Experience Letier paf
Binary Hash of f EB88817273C 300t \TBERE02A
Binary Hash of File(MDE) : 2FICACHNII2ASI0TIDN0 SO TOTEIED

Snapshot: Sample of downloaded complaint

1&
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5. INFORMATION REQUIRED FOR REPORTING OF CYBERCRIME
COMPLAINTS- CATEGORIES/SUB-CATEGORIES

5.1 Report Online and Social Media Related Crime

To report cybercrimes related to social media, Go to homepage, Click on File a Complaint-> Read
and Accept the Acknowledgement—> Select Report Other Cyber Cime > Login

After login, under the “Incident Details” tab, complainant need to provide the following details:

1. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social
Media Related Crime”

2, Select the “Sub-category of complaint” (Mandatory) from the drop-down (multiple
options are availabe in drop-down), select one — 1. Cyber Bullying/Stalking/Sexting, 2.
E-Mail Phishing, 3. E-mail Hacking, 4. Fake/Impersonating Profile, 5. Impersonating
Email, 6. Online Job Fraud, 7. Online Matrimonial Fraud, 8. Profile Hacking, 9.
Provocative Speech, 10. Intimidating Email.

Update Mobile Number = Report Cyber Crime  Check Status

Incident Details Suspect Details Complainant Details Preview & Save
Complaint / Incident Details
Category of complaint* 1 =] Online and Social Media Crima v
Sub-Category of complaint : ¥ e || seiact sub catesory v
o =2 B
Select sub Category

. . | cyber Bullving / Stalking / Sextine
Approximate date & time of | Cyber Bullying / Stalking / Sexting

Incident/receiving/viewing of 1
content : (24 hours format) |Email Hacking

Fake news

E-Mail Phishing

Where did the incident occur? ;*

personating Profile

npers

; : nating Email
Supporting Evidence (Upload
Media/image/Pdf.)*

| @nline Gambling

Please provide any additional
information about the incident :*

5.1.1Cyber Bullying/Stalking/Sexting

Under this sub-category you can report cyber stalking incidents in which attacker uses the internet
and other electronic devices to persistently harass the victim. Also, bullying incidents committed
using online communication medium like e-mail, social media, SMS, messengers, forums etc., to
harass, threaten, embarrass, and humiliate the victim can also be reported. The complainant can
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also report any incidence related to sending or receiving of offending sexual words, pictures, or
videos via technology, typically a mobile phone.

5.1.1.1 To report a complaint under this sub-category, you may keep following information
ready before registering your complaint:
i.  If you have received cyberbullying/stalking related SMS:
a. Take screenshot/s of some SMS, showing the content for upload as evidence
b. Provide the details of date/time when such SMS have been received for filling in the
incident description field
ii. If you have received cyberbullying/stalking related emails:
a. Save some emails as pdf or .eml files or keep scan of some email prints to be
uploaded as evidence
b. If emails have attachments, then keep attachments ready for upload as evidence
ii. If you are being stalked/bullied on messenger such as WhatsApp, Hike etc.:
a. Take screen shot of some chats showing the senders number as well as content for
upload as evidence
b. Export such chat to your email (if you have) and save it as .pdf/.eml or take scan of
printout of such chat for upload as evidence

iv.  If you are being bullied/stalked on social media platform/forums/blogs, such as YouTube,
Facebook etc.
a. Note down the URL (website address) where such content is seen
b. Save the page showing abusive content or screenshot as a file for uploading as
evidence

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
messenger chat, website URL etc. as these could be needed by law enforcement agency as
evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B, Section 8.1 and
Annexure C, Section 3.1

5.1.1.2 Complaint reporting
I.  Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”
Il. Select the Sub-category of complaint (Mandatory) from the drop-down — “Cyber
Bullying/Stalking/Sexting”
[ll.  Select approximate “Date and Time” of incident (Mandatory)
vii.  Give “Reason for delay in reporting”
IV. Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, twitter, Instagram etc.), messaging platform

(WhatsApp, Hike etc.), e-mail, website, URL or other. (Mandatory)
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Where did the incident occur? .*

ISeIecr_ Information Source v

Email
Facebook
Hike
Instagram
Snapchat
TikTok
Twitter
WhatsApp
Website URL
WeChat
Youtube

Please provide any additional
information about the incident :*

g Sy Linked|
' MINSTRY OF ille |Linkedin o
) HOME AFFAIRS Y Telegram e

o Towards a new daw Other

Select the “Where did the incident occur?” please give id related to incident

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (refer to 5.1.1.1)
(Mandatory)
Provide any additional information about the incident.(Mandatory)

Click Save and Next to proceed

Report & Track

Update Mobile Number Report Cyber Crime Check 5Status Case Withdrawal

Incident Details Suspect Detalls Eomplainant Details Preview & Submit

Complaint / Incident Details

Lategary of complaint® Criline and Sodial Media Relazed Crime x 0

3ul-Category of comaiaint - * Cyoer Bullying / Stalking ¢ Sexting v 9

Approximate date & time of
Incidentfreceivingfviewing of
content : (24 hours format) *

Reason for delay in reparting ;
Where did the incident occur? -* Cfoct R HatiEA SO =

5.Mo. Description Text Information Supporting Evidence
1 Crther Media dsdsds Koala.]pg Delete |

Plesse provide any additionsl
information about the incident =+ EQE035050555555 5555555555 555555555555 5555555 5555E5555555855

SEIEEES
s

Maximurm of 1500 characters -| 1500 | characters [eft
I Save & Mext I
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To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.2 E-Mail Phishing

A fraudulent email message designed to be a legitimate person or organization and trick the
recipient to share personal information, such as passwords, bank account numbers. Email headers
contain a significant amount of information—like digital postmarks—that identify how the message
got from the sender to the recipient.

5.1.2.1 To report a complaint under this sub-category, you may keep following information
ready before registering your complaint:
If you have received phishing email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. Note down/copy the full email headers details of phishing emails (the same is not
required if .email has been saved as .eml)
c. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
Note1: You must preserve the original evidence i.e. do not delete emails, email header, screenshot
attachments etc., as these could be needed by law enforcement agency as evidence for
prosecuting the offender.
Note2: For further details on above points you may refer to Annexure B, Section 8.1

5.1.2.2 Complaint Reporting
i. Select the Category of complaint(Mandatory) from the drop-down “Online and Social

Media Related Crime”

i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Email Phishing”

Incident Details Suspect Details Complainant Details Preview & Submic

Complaint / Incident Details

= e o S

Category of complaint® Online and Social Media Related Crime x 0
Sub-Category of complaing - * E-Mail Prizhing v ﬂ
Approximate date & tme of Ao mmAnyy et | [0 (ar v | [an ™

Incidentireceivingfviewing of
content ; (24 hours formar) *

ix.  Select approximate “Date and Time” of incident (Mandatory)

x.  Give “Reason for delay in reporting”

xi.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, twitter, Instagram etc.), messaging platform
(WhatsApp, Hike etc.), e-mail, website, URL or other. (Mandatory)
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xii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (refer to 5.1.2.1)
(Mandatory)
VIll.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

xiii.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.3 Email Hacking

You can report if someone else compromised your Email account and or using it without your
permission. Sending you unsolicited/spam mails containing attachments that have malwares
embedded in them. Once such emails are opened and attachments activated the malware gets
discreetly downloaded and installed on your device. The malware could be a key logger that captures
and sends all the keyboard taps to the fraudsters, which includes your account passwords. The other
possible malwares could be ones that capture screenshot or read and transmit saved passwords.
Email accounts having 2-factor authentication (2FA) can also be got hacked when users share their
one-time password (OTP) with fraudsters after getting tricked by social engineering tools.

5.1.3.1 To report a complaint under this sub-category, you may keep following information
ready before registering your complaint:

I.  If you have received an email hacking related SMS:
a. Take the screen shot of the SMS (depicting the fraud content) and the same need
to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
Il. If you have received a fraudulent Email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. Note down/copy the full email Header details of phishing emails (the same is not
required if .email has been saved as .eml)
c. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
screenshots etc. as these could be needed by law enforcement agency as evidence for prosecuting
the offender.

Note2: For further details on above points you may refer to Annexure B Help, Section 9

5.1.3.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”

ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Email Hacking”
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Complaint / Incident Details

Category of complaint® Onlife Snd Secial Media Related £ T a

Sub-Category of complaint: * Errai Mk v )

Approximate date & time of Sy
Incident/receivingfviewing of T
content : (24 hours format) *

= o=t h
HE v | [0 (mr v |[an v

iii.  Select approximate “Date and Time” of incident (Mandatory)

iv.  Give “Reason for delay in reporting”

v. Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other. (Mandatory)

vi.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (refer to 5.1.3.1)
(Mandatory)

IX.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

vii.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.4 Fake/lmpersonating Profile

You can report an incident wherein a person created your fake profile in any platform and spreads
rumors and objectionable content on social media, instant messaging platforms etc. or tries to
cheat or defame you or others using fake profile.

5.1.4.1 To report a complaint, you may keep following information ready before registering
your complaint:

i. If you received or found fake/impersonating profile on internet messaging platform such as
WhatsApp, Hike etc.:
a. Take the screenshot of the profile depicting the fake/impersonating account number,
user ID, date and time for uploading the same as evidence on the portal
i. If you received or found fake/impersonating profile on website/blogs or social media
platform/forums such as YouTube, Facebook, twitter etc.
a. Note down/ copy (to your device/ desktop) the URL or user ID where you have seen
such content
b. Take the screen shot of the page or save the page (as .pdf)showing fake profile on
your device/ desktop for uploading the same as an evidence on the portal
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Note1: In all above cases, you must preserve the original evidence i.e. do not delete the
messenger chats, screenshots, profile ID, URLs etc. as these could be needed by law enforcement
agency as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.2

5.1.4.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”
i. Select the Sub-category of complaint (Mandatory) from the drop-down -
“Fake/lmpersonating Profile”

Complaint / incident Details

Category of complaint® Bnline and Sodal dediy-Ralaed CrAma - a

Sub-Category of complaint: # Eatielimbeisonating Prafile = 'ﬂ

e [FET FE "
e v | [0 w7 | [an Y

Approximate date &time of [Hdimmin
Incident/receiving/fviewing of
content : {24 hours format) *

ii.  Select approximate “Date and Time” of incident (Mandatory)

iv.  Give “Reason for delay in reporting”

v. Select the “Where did the incident occur?”- Select from the dropdown the source of
evidence like social media platform (Facebook, twitter, Instagram etc.), messaging platform
(WhatsApp, Hike etc.), e-mail, website, URL or other . (Mandatory)

vi.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.5.1)
(Mandatory)

X.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

vii.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint
5.1.5 Impersonating Email

You can report any incident or person who falsely claim to be someone which he/she is not through
a fake email profile on any platform and/or spreads rumors and objectionable content online, social
media, instant messaging platforms etc.
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5.1.5.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received an impersonating email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. Note down/ copy the full email Header details of phishing emails (the same is not
required if .email has been saved as .eml)
c. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal

Note1: You must preserve the original evidence i.e. do not delete emails, attachments, screenshot
etc. as these could be needed by law enforcement agency as evidence for prosecuting the
offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.3

5.1.5.2 Complaint reporting
I.  Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”

II.  Select the Sub-category of complaint (Mandatory) from the drop-down — “Impersonating
Email”

lll.  Service Provider (Mandatory)

IV.  Full Header of Email (Mandatory)

Complaint / Incident Details

Caregory of complaint* Giriiing 3nd Sodal Mihls Related Crimia v ﬂ

L

ub-Category of complaint : % Impersonating Emai v a

Service Provider=®

Full Header of Email*

Approximate date & fime of ddimmayyyy | HH: (R AT TR
Incident/receiving/viewing of
content - {24 hours format) *

V.  Select approximate “Date and Time” of incident (Mandatory)

VI.  Give “Reason for delay in reporting”

VIl.  Select the “Where did the incident occur?”- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other. (Mandatory)

VIIl.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.6.1)
(Mandatory)
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Xl.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)
IX.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.6 Online Job Fraud

You can report incident involving deceiving you or somebody you know who is seeking employment
by giving them the false hope of employment or of earning high salaries or of extra income and
cheat you/them by taking money.

5.1.6.1 To report a complaint related to online job fraud, you may keep following information
ready before registering your complaint:
i.  If you have received job fraud details on SMS:
a. Take the screenshot/s of the SMS (depicting the content details) and the sender
details (name, email, other details) need to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
ii. If you have received job fraud email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
ii.  If you received or found job fraud related information on social media platform/forums/blogs
such as Facebook, Twitter, LinkedIn etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Provide the other details like user ID, email, contact number, job details etc.
c. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal
iv.  If you lost the money then provide the banking transaction details.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
screenshots, Website URL etc. as these could be needed by law enforcement agency as evidence
for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
34

5.1.6.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”
ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Online Job

Fraud”
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Incident Details Suspect Details Complainant Details Preview & Submit

Complaint # Incident Details

Category of complaint® Oniline and Social Media Related Crime v ﬂ
Sub-Category of complaint : * Onfine jab Fraud v o
: 7 = 1 v e P - ¥
Approximate date & time of Adfmmhnney 'L'r‘i;:?" He ¥ ;‘.',-“r_f Ml ¥ | |Ak ¥

yJyJ |- A daia E -

Incident/receivingfviewing of
content {24 hours format) *

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other . (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.8.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.7 Online Matrimonial Fraud

You can report any incident where fraudsters create fake profiles on leading matrimonial websites
for cheating.

5.1.7.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received matrimonial fraud related details on SMS:
a. Take the screenshot/s of the SMS (depicting the content details) and the sender
details (name, email, other details) need to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
If you have received matrimonial fraud related details on E-mail:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
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ii. If you received or found online matrimonial fraud related content on social media
platform/forums/blogs such as Facebook, twitter, LinkedIn etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Provide the other details like user ID, email, contact number, matrimonial details
etc.
c. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal
iv. If you lost the money then provide the banking transaction details, bank account,
transaction details, suspect address, company name, website URL, email id, mobile no, or
any information of the platform source where incident has happened.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
screenshots, Website URL etc. as these could be needed by law enforcement agency as evidence
for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.5

5.1.7.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social

Media Related Crime”
i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Online
Matrimonial Fraud”
ii.  Have you lost money? (Select Yes or No) If Yes then fill the below details
iv.  Bank Name from which payment was made (Mandatory)
v.  Account No. from which amount was paid (Mandatory)
vi.  Amount Paid (Mandatory)
vii.  Bank in which amount was paid

viii.  Account no. in which amount was paid

Page 26 of 91



C-
USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL I&/

- . -
Incident Details Suspect Detalls Complainant Details Preview & Submit
| 1l

Complaint / Incident Details

Category-of complaint* Dnfine and Social Media Relared Crime ¥ G
Sub-Category of complaint - * Orline Matrimonial Frawd ¥ a
Have you lost money? —fe- % ¥es O No
Bank ¥ Credit Card ¥ Waliet from which Calect Ba v
SBIECT Cank

payment was made®

Account Mo,/ Wallet ID from which

amount was paid¥®

Amount Paid = NRE! ¥

Bank / Wallet in which amount was paid : Select Bank hi

Account No. S Wallet ID in which amount
was paid :

ix.  Select approximate “Date and Time” of incident (Mandatory)

x.  Give “Reason for delay in reporting”

xi.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging

platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

xii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.9.1)
(Mandatory)
xiii.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)
xiv.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.8 Profile Hacking

You can report if someone else compromised your social media account and or using it without
your permission.

5.1.8.1To report a complaint under this sub-category user should have details like website name,
URL of the profile, Email id, Mobile no, User ID or any information of the platform source where
incident has happened. Following are some example of profile URL:

Facebook ID: https://www.facebook.com/profile.php?id=1000000653286827
Twitter ID: @username

Instagram: @Username

WhatsApp: +91-9560348XXX

Note: For further details on above points you may refer to Annexure B Help
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5.1.8.2 Complaint reporting

Vi.

Vii.

viii.

Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social
Media Related Crime”
Select the Sub-category of complaint (Mandatory) from the drop-down — “Profile Hacking”

Update Mobile Number Report Cyber Crime | Check 5tatus Case Withdrawal

Incident Details Suspect Details Complainant Detalls Preview & Submit

Complaint / Incident Details

Category of complaint® Cirline amd Social Mediz Related Crime v ﬂ

Sub-Categony of complaint - * Profile Hacking T a
N ¥ £ = 414 [P * [T h &
Approximate date & time o | HH:|{g] Ladbi AT Al

Incident/receiving/viewing of
content: {24 hours format) *

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory )

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.10.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.9 Provocative Speech

To report a complaint under this sub-category user should have details like website name, URL of
the profile, Email id, Mobile no, User ID or any information of the platform source where incident
has happened.
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5.1.9.1 To report a complaint, you may keep following information ready before registering
your complaint:

i.  If you have received any provocative speech related link details through SMS:

a. Take the screenshot/s of the SMS (depicting the objectionable content) and
sender’s details (number or ID) the same need to be updated on the portal as
evidence

b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal

ii. If you received or found provocative speech details on messaging platform such as
WhatsApp, Hike, Instagram etc.:
a. Take the screenshot/s of the chats depicting the content with sender’'s number along
with date and time for uploading the same as evidence on the portal
ii.  If you received or found provocative speech on social media platform/forums/blogs such as
YouTube, Facebook, Twitter etc.

a. Note down/ Copy (to your device/ desktop) the URL or user ID where you have seen
such content

b. Take the screen shot of the page or save the page (as .pdf) showing abusive content
on your device/ desktop for uploading the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs,
messenger Chats, website URL, screenshots etc. as these could be needed by law enforcement
agency as evidence for prosecuting the offender.

5.1.9.2 Complaint reporting

i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social
Media Related Crime”
ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Provocative

Speech”

Incident Details Suzpect Details Complainant Details Preview & Submit

Complaint / Incident Details

Category of complaint Orline and Socis| Media Related Crime y o
Sup-Category of complamt 1 * o i v a
Apgproximate date & time of A/ MMy LelRRHE v | [T (har v |[2N v

Incidentfreceivingfviewing of
content : {24 haowrs format) *

ii.  Select approximate “Date and Time” of incident (Mandatory)

iv.  Give “Reason for delay in reporting”
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v. Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

vi.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.11.1)
(Mandatory)

vii.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

viii.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.1.10 Intimidating Email

You can report if someone threatening you through e-mail.

5.1.10.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received threatening email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. Note down/ copy the full email Header details of phishing emails (the same is not
required if .email has been saved as .eml)
c. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal

Note1: You must preserve the original evidence i.e. do not delete emails, attachment, SMS,
screenshots etc., as these could be needed by law enforcement agency as evidence for
prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.6

5.1.10.2 Complaint reporting

i. Select the “Category of complaint” (Mandatory) from the drop-down “Online and Social
Media Related Crime”
i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Intimidating
Email”
iii.  Enter service provider (Mandatory)

iv.  Enter full header of Email (Mandatory)
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Report & Track

Update Mobile Mumber Report Cyber Crime Check 5tatus Case Withdrawal

Incident Details Suspect Details Complainant Details Presview & Submit

Complaint / Incident Details

Category of complaint® Orline and Secial Media Relazed Crime Y L/ ]

Sub-Category of complaint 2 * A - a

Senvice Providers

Full Header of Email*

Approximate date & time of ddémmifyyyy | HH: || 2] il (MR [nar ¥ {Ah ¥

Incidentfreceivingiviewing of
content ;{24 hours format) *

Reason for delgy in reparting :

v.  Select approximate “Date and Time” of incident (Mandatory)

vi.  Give “Reason for delay in reporting”

vii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.12.1)
(Mandatory)
viii.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

ix.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.2 Report Online Financial Fraud

If any unknown person had withdrawn money/ made transactions through your internet banking,
credit/debit cards, Wallets or UPI you can report such incidents.
To report a complaint under online financial fraud category user should have following details
mandatory:

e Bank statement from the concerned bank.

e Make a copy of SMSs received related to the alleged transactions.

e Copy of your ID proof and address proof as shown in the bank records.

Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement—> Select
Report Other Cyber Cime - Login
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Provide the details as required for complaint reporting under “Incident Details”

1. Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial
Fraud”
2. Select the “Sub-category of complaint” (Mandatory) from the drop-down (5 options are

availabe in drop-down — 1. Business Frauds/Email Takeover, 2. Debit/Credit Card
Frauds/SIM Swap Fraud, 3. E-Wallet Related Fraud, 4.Fraud Call/Vishing, 5. Internet
Banking Related Fraud

Incident Details Suspect Degails Complainant Details Preview & Submit

Complaint / Incident Details

Category of complaint* Orlie Fnandal Fradd r (7 ]

Sub-Category of complaint -

Approximate date & time of
Incident/receivingfviewing of
content : (24 hours format) *

Reason for delay in reparting

Where did the incident occur? -* Sfect fbe Fatian Soikes =

5.2.1 Business Frauds/Email Takeover

You can report Business e-mail compromise or take over using which monetary frauds have been
committed.

5.2.1.1 To report a complaint, you may keep following information ready before registering
your complaint:

i.  If you have received business related fraud SMS:
a. Take the screenshot/s of the SMS (depicting the content details) and the sender
details (name, other details) need to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
ii. If you have received a business-related fraud email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
ii. If you received or found any business-related fraud contents on social media
platform/forums/blogs such as Facebook, twitter, LinkedIn etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
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b. Provide the other details like user ID, email, contact number, job details etc.
c. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal
iv. If you lost the money then provide the banking transaction details, bank account,
transaction details, suspect address, company name, website URL, email id, mobile no, or
any information of the platform source where incident has happened.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
screenshots, Website URL etc. as these could be needed by law enforcement agency as evidence
for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.7

5.2.1.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial

Fraud”
ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Business

Frauds/Email Takeover”

iii.  Email from which authorization email has been received
iv.  Full Header of the alleged email

v. Have you lost money? (Select Yes or No)If Yes then fill the below details
vi.  Transaction ID/Details (Details about the transaction ID/reference no eg. 877687263)
(Mandatory)
vii.  Date/Time of transaction dd/mm/yyyy (Mandatory)
vii.  Bank Name from which payment was made (Mandatory)
ix.  Account No. from which amount was paid (Mandatory)
X.  Amount Paid(Mandatory)
xi.  Bank in which amount was paid

xii.  Account no. in which amount was paid
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Xiv.

XV.

XVi.

XVii.

XViii.

C-
USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL ]:Q/

Incident Details suspect Details

Complaint / Incident Details

Category of complaint* ynline Financial Fraud v 7 ]

Sub-Category of complaint : * Business Frauds/Emall Takeove v 0

| Email from which authorization emall has
|  been received
| Full Header of the alleged email

| Have you lost money? ® Yes U No

Transaction |D/Details*

| I - -
| Date/Time of transaction {dimmiyyyy @

| Bank / Credit Card / Wallet from which

| payment was made*

i Account No, / Wallet ID from which

| amount was paid*

| Amount Paid :* NR (T

| Bank /Wallet in which amount was paid :

| Account No./ Wallet ID in which amount
| waspaid:

Approximate date & time of dd/mmiyy m HH * Wﬁ M T AM Y
Incident/receiving/viewing of
content : (24 hours format) *

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.2.1.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.2.2 Debit/Credit Card Fraud/SIM Swap Fraud

You can report any fraudulent online transaction in your bank account through debit or credit card
without your knowledge.

5.2.2.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received financial debit/credit card fraud transaction related SMS:
a. Take a screenshot/s or copy of SMSs received related to the alleged transactions and
upload this as evidence
b. Details of date/time when such SMS have been received for filling in the incident
description field

If you have received financial debit/credit card fraud transaction related emails:
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a. Save some emails as pdf or .eml files or keep scan of some email prints to be
uploaded as evidence ii) If emails have attachments, then keep attachments ready
for uploading as evidence

ii.  If you have received SIM swap related call or SMS
a. Take a screenshot/s or copy of Number and SMSs received related to the alleged
transactions and upload this as evidence

iv.  If you lost the money then provide the screenshot/s or copy details of banking transaction
details, bank account, transaction details, suspect address, company name, website URL,
email id, mobile no, or any information of the platform source where incident has happened.

v. Provide the screenshot/s or copy of the last six months bank statement from your
concerned bank account.

vi.  Provide the screenshot/s or copy of your ID proof and address proof as shown in the bank
records.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
contact number, screenshots etc. as these could be needed by law enforcement agency as
evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.8

5.2.2.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial

Fraud”
ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Debit/Credit
Card Fraud/SIM Swap Fraud”
ii. Have you lost money? (Select Yes or No)If Yes then fill the below details
iv.  Transaction ID/Details (Details about the transaction ID/reference no eg. 877687263)
(Mandatory)
v. Date/Time of transaction dd/mm/yyyy (Mandatory)
vi.  Bank Name from which payment was made (Mandatory)
vii.  Account No. from which amount was paid (Mandatory)
vii.  Amount Paid (Details about lost amount)(Mandatory)
ix.  Bank in which amount was paid
X.  Account no. in which amount was paid
xi.  Merchant details on which payment was made

xii.  Gateway details (Payment gateway information)
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Complaint / Incident Details

Category of complaint*  1===3 | o iqc Financial Fraud Y o

Sub-Categery of complaint : E =g | | Drebit/Credit Card Fraud/Sim Swap Fraud v 0
Have you lost money? ® Yes O No
1 il=*
Transaction |D/Details transaction 1D/ detai
X = S
Date/Time of transaction dd/mm/yyyy @
Bank Name from which payment was SalEs Bank v

made™

Account No. from which amount was paid
vk

Amount Paid :*

Bank in which amount was paid

Sefect Bank v
Account no. in which amount was paid :
Merchant details on which payment was
made !
Gateway details :
xiii.  Select approximate “Date and Time” of incident (Mandatory)

xiv.  Give “Reason for delay in reporting”

xv.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other . (Mandatory)

xvi.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.2.2.1)
(Mandatory)

xvii.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

xviii.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.2.3 E-Wallet Related Fraud

You can report any fraudulent online transaction in E-Wallet which is being charged to you and
occurred without your knowledge. Wallet summary showing the details of fraudulent transactions.
Our wallet has option to save transaction history which can be uploaded as evidence to show
fraudulent transactions.

5.2.3.1 To report a complaint, you may keep following information ready before registering
your complaint:

I.  If you have received e-wallet fraud transaction on your email

Page 36 of 91



C.-
USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL I&

a. You can save details of wallet transactions email of such transactions as .pdf/.eml
file and keep it ready for uploading as evidence
II.  Provide the screenshot/s or copy of your ID proof and address proof as shown in the bank
records.

Note1: You must preserve the original evidence i.e. do not delete transaction history in your mobile
as well as emails (if received) as these could be needed by law enforcement agency as evidence
for investigation and prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.9

5.2.3.2 Complaint Reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial

Fraud”

i. Selectthe Sub-category of complaint (Mandatory) from the drop-down — “E-Wallet Related
Fraud”

ii. Have you lost money? (Select Yes or No)If Yes then fill the below details

iv.  Name of wallet (Mandatory)

v. Transaction ID/Details (Details about the transaction ID/reference no eg. 877687263)

(Mandatory)
vi.  Date/Time of transaction dd/mm/yyyy (Mandatory)
vii.  Bank Name from which payment was made
viii.  Account No. from which amount was paid

ix.  Amount Paid (Details about lost amount)(Mandatory)
x.  Bank in which amount was paid

xi.  Account no. in which amount was paid

xii. ~ Merchant details on which payment was made

xiii.  Gateway details (Payment gateway information)
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Complaint / Incident Details

Category of complaint™ Gnline Financial Fraud . (j
Sub-Category of complaint : * E-Wallet Related Fraud v a
Have you lost money?  Yes O No

Name of wallet

Transaction ID/Detalls*

Date/Time of transaction® id Y @
Bank / Credit Card / Wallet from which
payment was made

Account No. / Wailet ID from which
amount was paid

Amount Paid :*

Bank / Wallet in which amount was paid :
Account Mo/ Wallet 1D in which amount
was paid:

Merchant details on which payment was
made :

Gateway details

Approximate date & time of 1d Ay m HH * ::E MM« AM ¥
Incident/receiving/viewing of
content : {24 hours format) *

xiv.  Select approximate “Date and Time” of incident (Mandatory)

xv.  Give “Reason for delay in reporting”

xvi.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging

platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

xvii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.2.3.1)
(Mandatory)
xviii. ~ Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)
xix.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.2.4 Fraud Call/Vishing

Several instances have occurred wherein people receive phone calls that appear to be from their
bank. The caller usually pretends to be a bank representative or someone from the bank’s technical
team. In most cases, the caller sounds professional and provides a convincing reason for calling
the customer. You may get unexpected prize scams include lottery scams, fake scams and travel
scams call.

You can report any fraudulent call incident which is an attempt where fraudsters try to seek your
personal information like Customer ID, Net Banking password, ATM PIN, OTP, Card expiry date,
CVV etc. through a phone call.

5.2.4.1 To report a complaint, you may keep following information ready before registering
your complaint:

i Provide the fraud callers number details
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If you received internet based fraud or vishing call, take the screenshot/s of the sender’s
number along with date and time for uploading the same as evidence on the portal

In case, if you are having the call recording, then uploading the same as evidence on the
portal. (Audio file format like .amr .3gp .wav or similar)

If you lost the money then provide the screenshot/s or copy details of banking transaction
details, bank account, transaction details, suspect address, company name, website URL,
email id, mobile no, or any information of the platform source where incident has happened.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete call details,
numbers, call recordings, email etc. as these could be needed by law enforcement agency as
evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section

3.10

5.2.4.2 Complaint reporting

Vi.
Vii.

viii.

Xi.

Xii.

Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial
Fraud”

Select the Sub-category of complaint (Mandatory) from the drop-down — “Fraud
Call/Vishing”

Have you lost money? (Select Yes or No)lf Yes then fill the below details

Transaction ID/Details (Details about the transaction ID/reference no eg. 877687263)
(Mandatory)

Date/Time of transaction dd/mm/yyyy (Mandatory)

Bank Name from which payment was made (Mandatory)

Account No. from which amount was paid (Mandatory)

Amount Paid (Details about lost amount)(Mandatory)

Bank in which amount was paid

Account no. in which amount was paid

Merchant details on which payment was made

Gateway details (Payment gateway information)
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Xiv.

XV.

XVi.

XVii.

XViii.
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Complaint / Incident Details

Category of complaint* | === || Oniine Financial Fraud Y )

Sub-Category of complaint : *2 =gl Fraud Call/Vishing v 0

Hawve you lost money? 8 Yes @ Mo
Transaction |D/Detaills* transaction 1D/ details
Date/Time of transaction®
Bank Mame from which payment was Selact Bank v
made™

Account Mo. from which amount was paid

ke

Amount Paid :*

Bank in which amount was paid : Select Bank v
Account no. in which ameount was paid :

Merchant details on which payment was

made :
Gatewsay details:

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.2.4.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.2.5 Internet banking Related Fraud

It is a fraud or theft committed using online technology to illegally remove money from a bank
account and/or transfer money to an account in a different bank. You can report any fraudulent
online transaction in your bank account through internet banking/Mobile App without your
knowledge.

5.2.5.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received fraudulent transaction SMS:
a. Take the screenshot/s of the SMS (depicting the content details) and the sender
details (name, other details) need to be updated on the portal as evidence
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b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
If you have received an internet banking related fraud email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
If you were duped of your money through a link or content available on social media
platform/forums/blogs such as Facebook, twitter, LinkedIn etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Provide the other details like user ID, email, contact number, job details etc.
c. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal
If you lost the money then provide the screenshot/s or copy details of banking transaction
details, bank account, transaction details, suspect address, company name, website URL,
email id, mobile no, or any information of the platform source where incident has happened.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
attachments transactions details, screenshots, Website URL etc. as these could be needed by law
enforcement agency as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section

3.11

5.2.5.2 Complaint reporting

Vi.
Vii.

viii.

Xi.

Xii.

Select the “Category of complaint” (Mandatory) from the drop-down “Online Financial
Fraud”

Select the Sub-category of complaint (Mandatory) from the drop-down — “Internet banking
Related Fraud”

Have you lost money? (Select Yes or No)If Yes then fill the below details

Transaction ID/Details (Details about the transaction ID/reference no eg. 877687263)
(Mandatory)

Date/Time of transaction dd/mm/yyyy (Mandatory)

Bank Name from which payment was made (Mandatory)

Account No. from which amount was paid (Mandatory)

Amount Paid (Details about lost amount)(Mandatory)

Bank in which amount was paid

Account no. in which amount was paid

Merchant details on which payment was made

Gateway details (Payment gateway information)
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Complaint / Incident Details

Category of complaint* | | Online Financial Eraud v I 7]

Sub-Category of complaint: *_ |nternet Banking Related Eraud v o
7 g 2

Have you lost money? 8 Yes O No

Transaction ID/Details*

Date/Time of transaction®

Bank Name from which payment was
made™

Account No. from which amount was paid
oF

.Ifxrr‘:ount Paid :®

Bank in which amount was paid :
Account no. in which amount was paid :
Merchant details on which payment was

made ;
Gateway details :

xiii.  Select approximate “Date and Time” of incident (Mandatory)

xiv.  Give “Reason for delay in reporting”

xv.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, twitter, Instagram etc.), messaging platform
(WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

xvi.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.2.5.1)
(Mandatory)

xvii.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)
xviii. ~ Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.3 Report Ransomware

It is a type of computer malware that locks your data on communication devices such as desktops,
Laptops, Mobile phones etc., holding data/information as a hostage. You will be asked to pay the
demanded ransom in some cryptocurrency (Bitcoin, ripple etc.) to get your device unlocked. Bitcoin
is a cryptocurrency, a form of electronic cash or virtual money. There is no guarantee that your
data will be unlocked after paying the ransom.

5.3.1 Ransomware

To report a complaint, you may keep following information ready before registering your
complaint:
i.  Provide the screenshot/s copy or the details like Bitcoin details, Email id /phone number or
any other means of communication through which ransom has been demanded, ransom
amount, or any information of the platform source where incident has happened.
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If you have received ransom email:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. Note down/ copy the full email Header details of phishing emails (the same is not
required if .email has been saved as .eml)
c. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete emails,
attachments etc. as these could be needed by law enforcement agency as evidence for prosecuting
the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section

3.12

5.3.1.1 Complaint reporting
Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement—> Select
Report Other Cyber Crime - Login

Vi.

Vii.

viii.

Select the “Category of complaint” (Mandatory) from the drop-down “Ransomware
Select the Sub-category of complaint (Mandatory) from the drop-down — “Ransomware”
Bitcoin Address/Details (Provide the alleged payment address details) (Mandatory)
Darknet ID/ Details (Ex. website, emaillD) (Mandatory)

Complaint / Incident Details

Category of complaint™® | =] Ransomware x 0

Sub-Category of complaint : * o] | Ransomware v O

=

Bitcoin Address/Details™

m

Cyber Crime

Darknet D/ Details™

m
]

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.3.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed
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To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.4 Report Hacking

It is an attempt to exploit weaknesses for gaining unauthorized access in a computer system or
network.

Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement-> Select
Report Other Cyber Cime > Login

Provide the details as required for complaint reporting under “Incident Details”

1. Select the “Category of complaint” (Mandatory) from the drop-down “Hacking”

2. Select the “Sub-category of complaint” (Mandatory) from the drop-down (2 options are
availabe in drop-down - 1. Unauthorised Access/Data Breach, 2. Website
Related/Defacement

Complaint / Incident Details

Category of complaint® Hacking - '

Sub-Category of complaint : *

q
Approximate date & time of e hatei Braaiic
Incident/receiving/viewing of el e i
content ; (24 hours format)

5.4.1 Unauthorized Access/Data Breach

You can report any incidents of any person accessing your computer, mobile website, server etc.,
without your permission.

5.4.1.1 To report a complaint, you may keep following information ready before registering
your complaint:

i.  If you have received hacking related SMS:
a. Take the screenshot/s of the SMS (depicting the illegal details) and the sender
details (name, other details) need to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
i. If you have received an email related to hacking, data theft:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
ii. If you received or found any details related to hacking, data breached on a website:
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a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal
Provide the screenshots or copy of the details like what was hacked e.g. website URL,
Account, Server, email or any information of the platform source where incident has
happened.

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
attachment, mobile no, website URL, messenger chat, screenshot etc. as these could be needed
by law enforcement agency as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section

3.13

5.4.1.2 Complaint reporting

Vi.

Vii.

viii.

Select the “Category of complaint” (Mandatory) from the drop-down “Hacking”
Select the Sub-category of complaint (Mandatory) from the drop-down — “Unauthorised
Access/Data Breach”

Select “Mode of communication” and provide details (e.g. Email, Account, Server, Other)

Incident Details Suspect Details Complainant Details Preview & Submit

Complaint / Incident Details

Category of complaint* 2 L7

Sub-Category of complaint 2 * Unauthorised AccéssiData Breach ¥ L7 ]
‘What was hacked Email & Account 0 Server & Other
/Breached

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?”’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.4.1.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed
Page 45 of 91



C.-
USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL I&

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.4.2 Website Related/Defacement

You can report a complaint related to website defacement. Website defacement is an attack on a
website that changes the visual appearance of the site or a webpage. These are typically the work
of hackers, who break into a web server and replace the hosted website with one of their own.

5.4.2.1 To report a complaint, you may keep following information ready before registering
your complaint:

i. Provide the details URL of defaced or hacked website
i. If you received or found website defacement/hacked information on media
platform/forums/blogs such as Facebook, Twitter, LinkedIn etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such
content
b. Provide the details like user ID, email or other
c. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete website URL,
hacked mirror URL, messenger Chat etc. as these could be needed by law enforcement agency
as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.14

5.4.2.2 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Hacking”

i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Website
Related/Defacement”

ii.  Website Domain name ( Enter the website or URL) (Mandatory)

iv.  Other Additional Details (Mandatory)

Complaint / Incident Details

Category of complaint® —l | Hacking v o

Sub-Category of complaint: * ; Wehsite Related/ Defacement v o

Website Domain Name® Ex. Cyber Crime

Other Additional Details™

v.  Select approximate “Date and Time” of incident (Mandatory)
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vi.  Give “Reason for delay in reporting”

vii.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

viii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.4.2.1)
(Mandatory)

ix.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

x.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.5 Report Cryptocurrency Crime

Crypto currency is created by solving a complex mathematical problem. RBI has not given any
license/authorization to any entity/company to deal with any virtual currency. In the absence of a
legal framework, it is not advisable for citizens to deal with virtual currencies such as Bitcoin,
Ripple, and Lite coin etc. The legal framework regarding crypto-currencies is yet to be laid down.

These currencies are normally used by criminals operating on the dark web or the hidden web.
Legal, bonafide businesses do not normally use Bitcoin. Therefore, any request for business
transaction in Bitcoin should raise suspicious and should be avoided

5.5.1 Cryptocurrency Related Fraud

You can report any crypto currency related frauds here. Provide the complete facts in brief about
the incident.

5.5.1.1 To report a complaint, you may keep following information ready before registering
your complaint:
i.  If you have received cryptocurrency fraudulent SMS:
a. Take the screenshot/s of the SMS (depicting the content details) and the sender
details (name, other details) need to be updated on the portal as evidence
b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
ii. If you have received an E-mail:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
ii.  Provide the screenshots or copy of the details like what was hacked e.g. website URL,
Bitcoin address, wallet details, amount of Bitcoin involved or any information of the platform
source where incident has happened.
iv.  Provide the address from/to whom purchase/sale of Bitcoin is done
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Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
website details, wallet details etc. as these could be needed by law enforcement agency as
evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.15

5.5.1.2 Complaint reporting
Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement—> Select
Report Other Cyber Cime > Login

i. Select the “Category of complaint” (Mandatory) from the drop-down “Cryptocurrency
Crime”
ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Cryptocurrency
Fraud”
ii.  Bitcoin Address/Details (Provide the alleged payment address details) (Mandatory)

iv.  Darknet ID/ Details (Ex. website, emaillD) (Mandatory)

Complaint / Incident Details

Category of complaint® § b Rt

Sub-Category of complaint: * Cryoroourrency Eraud v 7
J —
Bitcoin Address/Details™ Ex. Cyber Crime
Darknet |D/ Details™ Email id

v.  Select approximate “Date and Time” of incident (Mandatory)

vi.  Give “Reason for delay in reporting”

vii.  Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

vii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.4.2.1)
(Mandatory)

ix.  Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

x.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint
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5.6 Report Online Trafficking

Connecting over social media to make business connections, or buy legal goods or services may
be perfectly legitimate. However, connecting over social media to buy drugs, or other regulated,
controlled or banned products is probably illegal. You can report any forms of trafficking committed
using the cyberspace e.g. victim’s recruitment, advertising trafficking such as women, children’s,
laborer’s, child pornography, selling of organs, drugs etc.

5.6.1 Online Trafficking

You can report incidents involving trafficking of women, children, men, drugs, weapons etc. wherein
onlinef/internet is being used. To report a complaint under this sub-category user should have
details like what is being trafficked, website URL, contact details, email or any information of the
platform source where incident has happened.

5.6.1.1 To report a complaint, you may keep following information ready before registering
your complaint:

i.  If you received or found online illegal trafficking on messaging platform such as WhatsApp,
Hike etc.:
a. Take the screenshot/s of the chats depicting the content with sender’s number along
with date and time for upload the same as evidence on the portal
ii. If you received or found online illegal activity on social media platform/forums/blogs such
as YouTube, Facebook, Instagram, Twitter etc.
a. Note down/ Copy (to your device/ desktop) the URL or user ID where you have seen
such content
b. Take the screen shot of the page or save the page (as .pdf) showing abusive content
on your device/ desktop for upload the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not, messenger Chats,
screenshots, website URL etc. as these could be needed by law enforcement agency as evidence
for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C Section
3.16

5.6.1.2 Complaint reporting
Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement—> Select
Report Other Cyber Cime - Login

i. Select the “Category of complaint” (Mandatory) from the drop-down “Online Trafficking”
i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Online
Trafficking”
ii.  What is being trafficked (women, children, men, drugs, weapons etc.)
iv.  Social Media Used (Mandatory)

v.  Darknet ID/ Details (Ex. website, emaillD)
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Complaint / incident Detalls
Category of cormplaint®
Traffickins
Sub-Category of complalint ;™
anline Trarficking
What Is baelng trafficked 7

|
|
|
|
i Social Medla Used™

i

| Darknet ID/Details

| ; trdealmegnduvimaZog omnlbon
|

Select approximate “Date and Time” of incident (Mandatory)

Give “Reason for delay in reporting”

Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging
platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.6.1.1)
(Mandatory)

Provide any additional information about the incident (which you think can be included in
the complaint and could help in investigation). (Mandatory)

Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A
Complaint

5.7 Report Online Gambling

5.7.1 Online Gambling

To report a complaint under this category user should have details like illegal online gambling
details, website URL and if complainant has lost the money then he/she may provide the banking
transaction details.

5.7.1 To report a complaint, you may keep following information ready before registering
your complaint:

If you have received illegal online gambling link through SMS:

a. Take the screenshot/s of the SMS (depicting the objectionable content) and
sender’s details (number or ID) the same need to be updated on the portal as
evidence

b. Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal

If you have received or found illegal online gambling content on messaging platform such
as WhatsApp, Hike etc.:

a. Take the screen shot of the chats depicting the gambling content details with
sender’s details (number or ID) along with date and time for uploading the same as
evidence on the portal
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ii. If you have received or found content related illegal online gambling on social media
platform/forums/blogs such as YouTube, Facebook, twitter etc.
a. Note down/ Copy (to your device/ desktop) the URL or user ID where you have seen
such content
b. Take the screen shot of the page or save the page (as .pdf) showing content on
your device/ desktop for uploading the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs,
messenger Chats, screenshots etc. as these could be needed by law enforcement agency as
evidence for prosecuting the offender.

Note2: For further help on above points, refer to Annexure B Help

5.7.1.1 Complaint reporting
i. Select the “Category of complaint” (Mandatory) from the drop-down “Online Gambling”

i. Select the Sub-category of complaint (Mandatory) from the drop-down — “Online
Gambling”

ii.  Gambling is related with (Ex. Poker, Betting, casino etc.) (Mandatory)

iv.  Have you lost money? (Select Yes or No) If Yes then fill the below details

v. Transaction ID/Details(Details about the transaction ID/reference no eg. 877687263)

(Mandatory)
vi.  Date/Time of transaction dd/mm/yyyy (Mandatory)
vii.  Bank Name from which payment was made (Mandatory)
viii.  Account No. from which amount was paid (Mandatory)

ix.  Amount Paid (Mandatory)

x.  Bank in which amount was paid

xi.  Account no. in which amount was paid

xii.  Merchant details on which payment was made
xiii.  Gateway details

Page 51 of 91



USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL

Complaint / Incident Details

Sy 4
Category of complaint | e Creriline ¥ | L7 ]

Sub-Category of complaint : * | finline Bambling " | a

Gambling is related with™
Have you lost money? — ® Yes O NO
Transaction iD/Detalls*

Date/Time of transaction® e O
Bank Name from which payment was

magde™

Account No. from which amount was pai:‘

Amount Paid *

Bank in which amount was paid :

Accountno. in which amount was paid

Merchant details on which payment was

made
Gateway details :

xiv.  Select approximate “Date and Time” of incident (Mandatory)

xv.  Give “Reason for delay in reporting”

xvi.  Select the “Where did the incident occur?’- Select from the dropdown the source of

evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging

platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

xvii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.1.7.1)
(Mandatory)
xviii. ~ Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

xix.  Click on Save and Next to proceed

To proceed with next stage of complaint reporting refer to Step 5 under How to Report A

Complaint

5.8 Report Any Other Cyber Crime

If you find that your complaint does not fall under any of the listed categories/sub-categories,

report your complaint under this category and sub-category.

5.8.1 To report a complaint, you may keep following information ready before registering

your complaint:

i.  If you have received cybercrime related information on SMS:

a.

Take the screenshot/s of the SMS (depicting the objectionable content) and sender
details (name, ID) same need to be updated on the portal as evidence

Note the date and time when you have received the SMS and same need to be
updated in the Incident description field while you report your complaint on the portal
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i. If you have received an email related to cybercrime:
a. Save the received e-mails in pdf or .eml format or take the screenshot/s of the
received e-mail and the same needs to be uploaded on the portal as evidence
b. If the received e-mails had an attachment/s, then keep the attachment/s ready on
your desktop/ device for updating the same as an evidence on the portal
ii. If you received or found cybercrime related content on messaging platform such as
WhatsApp, Hike, Skype etc.:
a. Take the screenshot/s of the chats depicting the objectionable content with sender’s
number along with date and time for uploading the same as evidence on the portal
iv.  If you received or found cybercrime related contents on social media platform/forums/blogs
such as YouTube, Facebook, etc.
a. Note down/ Copy (to your device/ desktop) the URL where you have seen such content
b. Take the screen shot of the page or save the page (as .pdf) showing abusive content
on your device/ desktop for uploading the same as an evidence on the portal

Note1: In all above cases, you must preserve the original evidence i.e. do not delete SMSs, emails,
attachment, messenger Chats, website URLS, screenshots etc. as these could be needed by law
enforcement agency as evidence for prosecuting the offender.

Note2: For further details on above points you may refer to Annexure B and Annexure C
Sections

5.8.2 Complaint reporting
Go to homepage, Click on File a Complaint-> Read and Accept the Acknowledgement-> Select

Report Other Cyber Cime > Login

i. Select the “Category of complaint” (Mandatory) from the drop-down “Any Other Cyber

Crime

ii. Select the Sub-category of complaint (Mandatory) from the drop-down — “Other”

ii.  Provide Other Crime Details (Mandatory)

iv.  Select approximate “Date and Time” of incident (Mandatory)

v.  Give “Reason for delay in reporting”

vi. Select the “Where did the incident occur?’- Select from the dropdown the source of
evidence like social media platform (Facebook, Twitter, Instagram etc.), messaging

platform (WhatsApp, Hike etc.), e-mail, website, URL or other (Mandatory)

vii.  Upload evidence (Maximum allowable limit is 5 MB) as applicable. (Refer to 5.7.1)
(Mandatory
viii.  Provide any additional information about the incident (which you think can be included in

the complaint and could help in investigation). (Mandatory)

ix.  Click on Save and Next to proceed
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Update Mobile Mumber Report Cyber Crime Check 5tatus Case Withdrawal

Suspect Details ” Camplainant Detatls

Incident Details Preview & Subnit
Complaint / Incident Details
Category of complaint® o M T i, - o
Sub-Category of complaint - * Other o 9
THER*

6. TRACK COMPLAINT STATUS

In case you want to Track the status of your complaint. Go to homepage, Click on File a
Complaint-> Read and Accept the Acknowledgement—> Select Report Other Cyber Cime
~>Login with registered user name & number

a. You need to fill the following details (Mandatory) to login into the system
i.  Provide User Name — which is given during reporting the complaint (Mandatory)
ii. Enter your Mobile Number (that you have entered while registering the complaint)
(Mandatory)
ii.  Enter OTP (received on mobile number) (Mandatory)
iv.  Type security answer for authentication
v.  Click Submit button

WY e o &

J» HOME AFFAIRS

HOME REFORT WOMEN/CHILD RELATED CHIME ~ REPORT OTHER CYBER CRIME RESOURCES ~

Citizen Login Authorized Agency Login

User Name: * ABC
Maobile No: * 31w B920244575 m
oTR:* 104083

04127 O a2

An OTP has been sent to your Mobile Number. Please enter
that number into the above text box
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b. Click on “Check Status” option and select date to search for your registered complaint. Also,
progress of the reported complaint would be notified to the registered mobile number and email

Check Status Ftogou
Update Mobile Number Report Cyber Crime  Check Status Case Withdrawal
3intid earch Request Date
S$No.  Complaint ID Type Complaint Date Category Download FIR Action

1 1607 10552 Other Crime 24/07/2019 Online Financial Fraud

7. ADDITONAL FEATURES

7.1 Recover Your Username

If You are forget your username, follow the following steps
i. Go to login page and click on “Forget User name”
ii. Enter Registered Mobile Number (Mandatory)
iii. Type security answer for authentication
iv. Click Submit button

Once you click on Submit button, you shall receive your ‘User Name’ on your registered mobile
number.

HOME © REFTRT WOMEN/CHILD RELATED CHIME > HEPDWI OTHER TYBER CRIME RESOURCES »

[ Forget User Name |

o Forget User Name o

Registered Mobile No; * CI SEAAMN —

7.2 Update Mobile Number

In case, you want to update your registered mobile number, click on “Update Mobile Number”
after logging
I.  Enter your new mobile number in “New Mobile Number” field (Mandatory)
.  Enter the OTP received in updated mobile number.
lll.  Type security answer for authentication
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V. Click Submit button

All the cases registered on the old mobile number will be mapped to new mobile number.

Update New Mobile Number

Update Mobile Number

Report Cyber Crime

Current Mobile Number:

Check Status

S500544E0
MNew Mobile Number: * — 0T C5R0349758
Enter OTP; Your OTP Number
Submit

An OTP has been sent to your Mobile Number. Please enter that number into the above text box

7.3 Case Withdrawal

In case, you want to withdrawal your registered case, click on “Case Withdrawal” after logging
I.  Select the complaint ID and provide remarks for your complaint withdrawal (Mandatory)
II.  Once you click on “submit” your case shall be withdrawn successfully.

Note: You shall not be able to withdraw a complaint, if FIR has been lodged.

Check Status

Update Mobile Number Check Status

Report Cyber Crime

Case Withdrawal

SNo.  Complaint ID Type Sub Category

21607190000552 Cyber Crime Online Financial Fraud nternet Banking Relsted Fraud

Complaint id Remarks*

Caze Withdraw

Request Date Action

Annexure A: Types of various cybercrimes which can be reported by the citizens

S.NO. CATEGORY SUB-CATEGORY
1 CHILD PORNOGRAPHY (CP)/CHILD SEXUAL | Not Applicable
ABUSE MATERIAL (CSAM)
2 RAPE/GANG RAPE(RGR)-SEXUALLY Not Applicable
ABUSIVE CONTENT
3 SEXUALLY EXPLICIT CONTENT Not Applicable
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S.NO. CATEGORY SUB-CATEGORY

4 SOCIAL MEDIA RELATED CRIMES CYBER BULLYING / STALKING /SEXTING
FAKE/IMPERSONATING PROFILE
PROFILE HACKING

IMPERSONATING EMAIL

EMAIL HACKING

THREATENING EMAIL

ONLINE JOB FRAUD

ONLINE MATRIMONIAL FRAUD
PROVOCATIVE SPEECH

E-MAIL PHISHING

5 ONLINE FINANCIAL FRAUD DEBIT/CREDIT CARD FRAUD
INTERNET BANKING RELATED FRAUD
BUSINESS FRAUDS/EMAIL TAKEOVER
FRAUD CALL/VISHING

E-WALLET RELATED FRAUD

SIM SWAP FRAUD

6 RANSOMWARE RANSOMWARE

7 HACKING UNAUTHORISED ACCESS/DATA BREACH

WEBSITE RELATED/ DEFACEMENT

8 CRYPTOCURRENCY RELATED CRIME CRYPTOCURRENCY RELATED FRAUD
9 ONLINE TRAFFICKING ONLINE TRAFFICKING

10 ONLINE GAMBLING ONLINE GAMBLING

11 ANY OTHER CYBER CRIME OTHER

Annexure B: Help
1. How to take a screenshot on Smartphone device

1.1 Android screenshot
Following are the steps to take screenshot from your android smartphone:
I.  Navigate to the screen you want to take a picture of.
II.  Hold the Power button down for a few seconds.
lll.  Press “Screenshot” on your phone screen.
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If that doesn’t work, hold the Power and Volume buttons at the same time for a few seconds.
If you see an animation of your screen shrinking, your phone has taken a picture of your
screen and saved it in your photos app.

You can find the image in the Screenshots folder under Gallery app.

Attach the screenshot as evidence on attachment.

v - @ i : 4 =
Tue, Oct 17 i+ v
M andraid Sysiem

Zereenahol captured
Tep 10 view your soreenshol

e
A O \ Js
— =S, —
HARE DELETE
d MamF ] F

CLEAR ALL

Screenshot: Android phone
iPhone screenshot

Following are the steps to take screenshot from your iPhone:

l.
Il
II.
V.

V.

Open the app or screen you want to capture.

Set up everything exactly the way you want it for the shot.

Press and hold the Side button on the right side of iPhone X, iPhone XS, iPhone XS Max,
or iPhone XZR.

Click the Volume Up button at the exact same time. (This replaces the Home button step
from previous iPhones.)

The screen will flash white and you will hear the camera shutter sound (if your sound is
enabled).
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Screenshot: iPhone

How to view and copy Facebook URL/Link:

From desktop or laptop View

Click on the image/video/post whose URL you want to view.

The full URL will be seen on the address bar

Copy the Facebook Profile URL/Page/Post in the address bar of your browser into a file or
document. (Ex: Facebook Profile URL facebook.com/profile.php?id=123456)

C | & hitosy/www. facebook.comy/pefie rdndid_ IMNAI00R2TE49T
Curt

| Pin it ] Basic Biog Syndico CD"J yHouses ] DStinks & 5 Weeks ignaition |l Headiines | ]

Paste and Go

Edit Search Engines...
Search With Google

Add to iTunes as a Spokan Track
Open URL

Add to Reading List

FACEBOOK USER  Following

Mare -

Timeline About Friends Photos

Former Owner at Self Employed Salzer Enterprises, Post Photo / Video

Ine

Screenshot: Facebook Profile URL

From mobile view
Open Facebook on your mobile device, navigate to the profile page, and click more.
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II.  Select “Copy Link to Profile”

iPod & 8:46 AM C B
& facebook.com

Tap and hold the link below to select
and copy the address.

[ https:/fwww.facebook.com/profile.ph... ]

Screenshot: How to Copy Facebook User Profile from mobile

lll.  Click on “Copy the link”.

Share to Facebook

Share to Messenger

Copy Link

Turn On Post Notifications

Report

Cancel

Screenshot: Facebook Copy Link

IV.  To see the URL, you have to paste it on notepad or any text editor

1&
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3. How to view and copy YouTube URL/Link:

3.1 From desktop or laptop view
I.  Click on the video whose URL you want to view.
[I.  The full URL will be seen on the address bar
lll.  Copy the YouTube URL in the address bar of your browser into a file or document

Ex: YouTube URL (youtube.com/watch?v=-gACQjC5J0w)

@& I https:/fwww.youtube.com/watch?v=-gACQJCSlow I e

A ]
SALUFATION

TO THE REAL HEROES

P M W) 02130

EBhamtKeVess

Bharé{ K_e Veer

Screenshot: How to copy YouTube URL

3.2 From mobile view
I.  Open the YouTube app on mobile

II.  Look or search for the video you want to copy
Ill.  Find the tripe vertical dots on the top right corner of the video thumbnail or details

IV.  Taponitand select “Share”

ADD FRIENDS

Message on YouTube

SOME CYBERCRIME RELATED VIDEO 4 SOME CYEERCRIME RELATED VIDEO b Share & fink

i L ~» & il , = = @ ™M
5K L4 Share Cawnload Save 54K 14K Downlgad Save Whatsapgp Grmail

V.  You will see a new Share window, select “Copy link”
VI.  Simply paste the link it on notepad or any text editor
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How to copy Twitter Post URL

Navigate to the Tweet you'd like
Tap the drop-down arrow

Select Copy link to Tweet. The URL should now be copied to your clipboard.

the URL of.

\ Tweet

¥
¥
W
o

@f‘\: Twitter User D

el (@ TwitterlD

Inside the Emotet Banking Trojan and
Malware Distributor sentinelone.com/
blog/inside-em... #emotet

Inside the Emotet Banking Trojan and
Malware Distributor

sentinelone com

Aar 19 - Paper.|

1126 AM 13 M

& Copy

link to Tweet

8= Unfo

% Mute @ TwitterlD
f  Mute this conversation
(/) Block @ TwitteriD

(1) Report Tweet

llow @ TwitteriD

Tweet your ref

iy

Screenshot: Copy twitter tweet link

¢

To take a screenshot of twitter message, navigate to the inbox chat message and take

screenshot. It will also capture

the twitter user ID (@Twitter ID).

w asshole,

Siop miskading pple u bitch...fullu and go
back 1o Europe..this is nat your country

Trav

.u-desarve a bubet in the head

Tecpzast LUntil yoit chotes 10 2osent H,

(Er
ozl

Twitter Message Snapshot
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5. How to copy Instagram User profile URL

e

In the Instagram app, find the photo or video you want to copy the URL. When you have found i,
tap on the” ...” icon above it. This will bring up several options. Select Copy Profile URL Link

Block

Message |
Repart

| by tonylottus gregmar, jebfreydgersan - 75 more Mute

Hide Your Story

2 Copy Profile URL

Share this Profile

= ®@ &

Send Message

Turn on Post Notifications

Turn on Story Notifications

941 PM -
Instagram Username E
1 .
334 211K 134

Cancel

]

As well, navigate to the Instagram message inbox and take a screenshot of the chat

Screenshot: Instagram Profile URL

@ Olivia il =nd 155 other friends are
using Instagram
essen T-Mobile 45 BAT7PM ¥ 3 23%

< Primary B [ ] v

Clivia, you ' bitchitin

1 Will Rape You o~
47 minutas age’ Detalla

I will rape you befare | kill you, you filthy
whore!

See Olivia Solon's photo and
posts from friends on Open
Instagram

Screenshot: Instagram Chat/User Profile
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6. How to export WhatsApp chat
Following are the steps for WhatsApp Application chat

6.1 WhatsApp chat screenshot
I.  Navigate to the chat screen for the individual or group you want to take a picture of. (Provide
the name and number of the sender/group)
II.  You can find the image in the Screenshots folder under Gallery app.

wec00 Vodafane IN F 12:22 AM E 33kE
£ Chats +91-99999-00058 Q =
Today

Hie

& Musnagies you send 19 thes chat and calls e now
secured with end-to-#nd encrypton Tap for mare info.

Who are you?
Myzelf ﬁ
How ru?
Do | know you? =
Hmmm..

2day mrng | talk wid you
You must be mistaken.

Ur voice so swt dear
Ru Singh

I'm sarry but who are you? &2

Main aap ko bolar{ T

Kya hua
@® ©: 9

WhatsApp IM Chat screenshot

6.2 Export Chat from Android

To export a copy of the history of an individual chat or group, use the Export chat feature:
I.  Navigate to the chat screen for the individual or group you want to take a picture of.

.  Tap More options i
Il.  Tap More.
IV.  Tap Export chat.

7 L.;.) WhatsApp Group info ) WhatsApp Clear chat
+91 99999 88888 Group media +91 99999 88888 Report

TIME TO DECIDE THE FUTURE OF WE TIME TO DECIDE THE FUTURE OF WE
On the 20th birthday of the World Wic On the 30th birthday of the Warld Wid
time to pause and ponder and analys Search time ta pause and ponder and analys: Exit group
journey, the most potent tool human jcurney, the mest potent tool human |
ated and formulate its future trajecta X . ated and formulate its future trajecto
man being can do; WWW stands a i Unmute notifications mian being can do; WWW stands a livi
very same day on 1989, Sir Tim Berne very same day on 1989, Sir Tim Berne
CERMN submitted a proposal Informat CERM submitted a proposal Informati
Propasal, this was o be the birthof  "Wallpaper Proposal, this was fo be the birth ofy  Add shortcut
What a visionary is all aboud, is ideall What a visionary is all about, i ideally epitormised in
Bemers Lee. He envisioned to help hi Bermers Lee. He envisianed tc help his colleagues to
share information at CERN, "a large hypeswess uaiawass — o TETL L b i

L
4 Select "Export Chat”

WorldWideWeh app- the first web browser and tha pager

Select “More” in the dropdown menu of
your desired chat.

= e
editor. The web was made public in 1933 and It weuld not editor. The web was made public in 1993 and it would net
be an exaggeration 1o say that the workd In the web today, be an exaggeration 1o say that the world in the web today,
Immersed - lock, stock and barel amoticns to animation. immarsad - lock, stock and barrel; emotiens 1o animation.
Wehile we all are expenencing the benefits of this While we all are experiencing the benefits of this

Screenshot: Export WhatsApp Chat
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Choose whether to Include Media or not.

SEND CHAT V1A,

© Q@ o

ThalsApp amail \WHFi Transder Linkecin

Including media will increase the size of the chat o E 2
export. B |
H (ul
WITHOUT MEDIA INCLUDE MEDIA Talagram Protoniail Eluetooth Android

Beant

Screenshot: Export WhatsApp chat on Mail
An email will be composed with your chat history attached as a .txt document.

Note:
o If you choose to attach media, the most recent media sent will be added as attachments.
¢ When sending with media, you can send up to 10,000 latest messages. Without media, you
can send 40,000 messages. These constraints are due to maximum email sizes.

6.3 Export chat from iPhone
You can email yourself a chat history if you'd like to save a chat:

I.  Open the WhatsApp chat you want to email.
II.  Tap the contact's name or group subject.
lll.  Tap Export Chat.
IV.  Select if you want to Attach Media or email the chat Without Media.
V.  Tap the Mail app. You can also tap More for additional options.
VI.  Enter your email address and tap Send.

7. How to copy TikTok video URL
TikTok app is a social media platform for creating, sharing and discovering short music videos,
think Karaoke for the digital age. Following are the steps to copy TikTok profile or social media
post using a smartphone

I.  Open TikTok on your phone; Open the video and take a screenshot as well copy of the
suspect TikTok userlD. Ex.@suspectuser

B suspechiser

Edaal sidell  #doli #doliwalicar #weddingday
#bride #groom #loryoupage #sasural #audi
#selfdrive

J1 nalsound - laakshii  orig

Hame

Screenshot: TikTok User ID
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Il. You can copy the video link by clicking on share link option, after that it will open new
windows via any email, messaging, or social media app in the list. This opens a new
message or post in the selected app.

Share to

0000006

@ B 4L ek [ 9@

B Sing VKOG, Shang A

Screenshot: Copy Link of Tiktok Video

M. Click on the Copy link and paste it on any file or document.

Ihttp:ffvm.tiklok.com!e%)(flu.-’ I

Screenshot: Example of TikTok Video URL

8. How to export and copy E-mail Header
Following are the steps for how to copy and save email headers:

8.1 Gmail email header
I.  To get an email header from Gmail, open the email within your web browser.
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-
B Gmail

Your E-mail Selected.... ©

Swiss Lott <ngtengfong 8@protonmail com>
R

SWISS LOTTERY CO.
Schaffhausen, Swizerand

amail drawe. For claims and more info kindly il in requived details below and zend 0. groppas@prolonmail.com
&Ticket Detalls

6-12-19-28 | DO

Ralerance Mo- 029050

FULL NAMES:
ADDRESS/COUNTRY

EMaIL

Once more congrabulations for immediate relesss of your prize money, do contact our claims departrment with the delails

Sicarsly,

Fiduciary Agent

M args Pappas

+1 210201 5718
grgppas@protenmall cam

Your amail addrass has emargsd winnar of 1450 000 Eura with winning fickat numbsar (24-36-12-14-28 thall 9) in the ongoing Swiss lafta thundar-bal category anline rendom email leads selechon pragram

Click on drop-down arrow and see the senders & reply-to email

Your E-mail Selected..... 1> soam x

Swiss Lott <ngtengfong8@protonmail.com=
B0y ——

e

Siiss Swiss Lott <ngtengfong8@protonmail.com=>

Schaff —

== replyio:  grgppas@protonm

Your e ? et number (24

email 1 dater 1 Mar2019,00:19 send to: grapps
Your E-mall Selected.....

elicke

eTitke sauriy B wrm ir did not encrypt this message Leam more

Refere

Click the drop-down arrow (more) next to the reply button and choose "Show Original".

Your E-mail Selected..... © S« & 3
—_—
Swiss Lott <ngtengfong8@protonmail.com= 1Mar2019, 0919 [5daysago) Ty 4~ []
Rt
+ Reply
SVWISS LOTTERY CO.

Schaffhausen Switzerdand W Forward

Filter messages |ike this

Your email address has emergad winner of 1,450,000, Eure with winning fic Erint
ongoing Swiss iotto thunder-ball categary online random emai l=ads select
mora info kindly fill in required details balow and send to: grappas@protonn Delete this message

F ke Eu .
& t Dietails Block "Swiss Lott

eTicket: 24-36-12-19-28 [ 09]
Referance No: 029050-16550CH

Report not phishing

Show original

FULL NAMES:

ADDRESSICOUNTRY Translate message
AGE: Download message
OCCUPATION

MOBILETEL/FAX: Mark as unread
ERAIL

Once the new page opens then click on “Copy to Clipboard” then paste the copied content in

notepad or any text editor.
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Otherwise you can download the email by clicking on “Download Original”’, all email content
including header will get download as .eml format. Attach this (.eml) downloaded file as evidence.

c & hitpsi//mail.google.com/mail/u/

Original message

Message ID =<1a7a8001001 c44340ed 1026212663552 @ Exchanga-Srv v ir=

Created on: 1 March 2019 at 0218 [Delivered after 36 seconds)

From:- Swizs Lot <ngtengﬂl@groionmail com= Using Microsoft Outiock Express 6,00.2600.0000
To

Subject Your E-mail Selecled.....

SPF: SOFTFAIL with [P 46.225:247.15 Learn more

DMARC. ‘'FAIL' Leam more

Davynload original

Deliveret-To! decrs HEN—
Received: by 2202:32e:8803:2:9:8:8:3 with SMTP 1d j3csplaessslis;
Thu, 28 Feb 2e1% 19: -2g08 (PST

Py IbYFIaraseys

b=k seSauhTYL VR ABQUSITAE 942 1 Pevh B8 T FrPEt FRkNBS-a X 4FNIRPRTERD

®  Your E-mail Select...eml

07ik=3061140=458&view =om&permmsgid=msg-Ta3A 16267735591 34771890 Q

Download Email in (.eml) format

e

Gmail email.eml

8.2

NIC mail Header

Following are the steps to copy email header of NIC mails

Open the NIC email within your web browser.
Right click on mail and navigate to Other->Display Full Headers
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Inbax

(] # Subject

(| I £ FWFacehock complant I

] - = Cpen

| £ Reply

0 & aep | REply Al

El & o Forward

l i o 0 Delete

O @ | wimbateas Nark

| 7 W Move o folder.
= & g} +F0atmel 4 Copy 10 fokder..
= 4 i Frrd...

el & WL

1 A s dhiags b I Pl oy et i

el

Fn Gethal gl Wiite =l Reply = o) Fomeard = #5 Move « s Frnt €9 Delels

From

Cybar Came Pravention Agang!

SR W

Add Sander to Aodress Book
Greate Event From Message

Create Task From Maszage

Display Full Headers

Find Meszages trom this Sender

¢

After clicking on Display Full Headers, a pop-up window will appear. Then scroll down and
copy all email headers; paste on notepad or any document.

10:28:46 +0530 (1ST)

10:28:45 +0530

+0530

=ccpwe@ncrb.nic.in=
Subject: FW: Facebook complaint
In-reply-to:

Y

Select all and copy

Return-path: =ccpwo@ncrb.nic.in=

Received: from nknsmip12.nic.in {[192.168.1.242]) by
msgfed4.nic.in (Cracle Communications Messaging Server
7.0.5.38.0 64bit {built Nov 28 2016)) with ESMTPS id
=0PCO1003RAT5XGY Q0@msafedd.nicin=; Fri, 08 Mar 2019

Received: from NCREEXCH.webdom.com
([fe80::5efe:10.23.72.50]) by ncrbexch.webdom.com
([fe80::5efe:10.23.72.50%:14]) with mapt; Fri, 8 Mar 2019 10:39:51

Date: Fri, 08 Mar 2019 10:39:50 <0530
From: Cyber Crime Prevention Against Women & Children

Received: from unknown (HELO mail.ncrb.nic.in)
([164.100.43.219]) by relayin.nic.in with ESMTF; 08 Mar 2019

=CADR10KE3WFHUmMBaAMSMalzC 895 6uwkiKapD40t50gbk. .
To: "pmusec2-mha@nic.in” <pmusecZ-mha@nic.in=, "pmusec3-
mha@nic.in" <pmusec3-mha@nic.in=

(31,8

ProtonMail email Header

Following are the steps to export ProtonMail email headers in (.eml) format

Open the email within your web browser.

Click on drop-down arrow and see the senders & reply-to email
Click the drop-down arrow (more) next to the reply button and choose "Export".
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£ ProtonMail Q Search messages - m B~ &

CONTAGTS REPORT BUG UsSER
- |e|e| s 8 o [m o] mre m[E] | <
News about Rahul Kashyap, Dan Lohrmann
From: LinkedIn <news-noraply@linkedinecm= v i@ 6:30-AM (10 houre ago) &

To:  Youwremail@email.com &

= This message is from a mailing list. | cam moe & Move toinbox
All Mail

@ Folders / Labels

Linked fil.

Connection

Rahul Ki

Marrameta

After click on “Export”, email header data will download as .eml format then send as attachment.

B

Email
Format.eml

For Yahoo Mail Header following are the steps:
. Log in to Yahoo! Mail.
II.  Open the message for which you wish to view the headers.
lll.  Click the More (gear) icon above the message pane.
IV. In the menu, select View Raw Message. A new tab opens containing your message’s
headers, which you can now copy and paste.

For Outlook Mail Header following are the steps:
I.  Login into your account
II.  Select Inbox from the left-side menu
Ill.  Open the message you want to see the header and click file tab
IV.  The full headers will appear in a new window.

For other mail refer to https://mxtoolbox.com/public/content/emailheaders/

8.4 How to save email in PDF

8.4.1 To save Gmail email in pdf
I.  To save a Gmail email in PDF format, open the email within your web browser.
Il.  Click the drop-down arrow (more) next to the reply button and choose "Print". Or Click the
printer icon. It's near the top-right corner of the message.
. Click “Print”. The Gmail Print screen will appear.
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Michael Bazzell is back for another webinar with Pipl! & inrae« L

Pipl Marketing Team = mz Letingapipl.com»

tome =

You asked... we listened! Intel Technique's Michael B3
Hil

You're Invited 1o our upcoming webinar: 'Connecting the Dots;
Michael Bazzell from IntefTechniques

As with the last DSINT webinar this one will NOT be recordst

exiremely Imited, so be sure to reclsier now.

Gonnecting the Dots: Leam the Latest Email Investigative Tec
Thursday, March 28, 2019 - 1000 00 AM - Pacific Tims (LS &

Register. here and learn how to drive your online investigatior
identity behind any piecs of people information

We'll see you there and be sure (o bring your guastions!

Fipl Team

[ Ea}
(5]
Tug, 19 Mar, 0220 {1 dayagn) 1y 4.
+  Reply
» Forward

Fifter messages likethis

Add Pipl Marketing Team to Contacts list
Delele this message

Block 'Pigl Marketing Team”

Report spam

Report phishing

Show original

Translate message

Download message

Mark as unread

I@E

IV.  Click Change. It's beneath the printer in the left column of the print screen. Click Save as

uPDFn

—_—

Sawl =

Total: 1 sheat of paper

c @ https)//mail.google.com/mail/u/07ik=2061

140ad5 B Select & destination

ety

o

M1 Grail
Michael Bazzellis back for &
sca@ppiiom

Pl Martating Taam <o Gy of
e
Bl - | ==

fou askod_ we uinsed! InfolTe)
mar

Q. Saarch destinations

Rocemt Destinations
B SeveasPOF

% FOF-XChariges Stendard

Frint Destinations (7} Menage

Destination % PDF-KChange Standard

change

Pages @® A

O eg1581113

‘UG MEnddl Eazzel v o Tec| 5 Yy
ok sepicgstoearelhrindn I B Se=aFOF I
vl bk, 50 e 2 e

FOF-¥Change Standard

b 1]

Coremling = Du: Lewrs e Lt
Titnscday March 23, 2081 - 1000:0 A
Regier hor anc iaar bow b fiive v Send To Onehllote 2016
el venity betine 3ny pisan of ppiel

Wt i s Fana e s ke Send To Onehiote 2013

Pt Ty =
Microscht XP:

e I T TR

Micmosoft Print to POF

& Docunent Writer

V.  Click Save. The email message will now download to your computer as a PDF file.

Screenshot: Save as PDF

Print

Tatal: 1 page

Destination [ Save as POF

Change..

Pages ®

O e.g.1-5,8,11-13

M Gmail

Michaal Bazzall is back for anothe

Cancel Tor seepaknit &@gmal com

fou sshod_ we fistenod! IntelTechniqud
wtinar!

H
! 1 inviked 10 oo upeceing
g Mchael Bazzel!
56 B SUT I TRGHER Do

Conneciing the Doss: Leam the Latest Smai im)
Thimeciay. Msech 20, 9040 - TFO000 A - Paed

. tar @l lsam howtn are jour onlind
el ity betind iy pece of peceie infomi

el see you thare i be sure to Dring your o)

ol T

Screenshot: Click on save
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F Savelc x
L = + 4 Ml ThisPC » Desktop v 0 Search Deskiop 2
Organize ~ MNew folder = - a
-

I This PC

E Documents
& Downlocds Gmail - Emalpdf | Email Export.pof
) Music

| Pictures
B videos
‘a5 DSDisk (C)

(¥ Y]

File name; | Gmail - Email Data pof =
Sove a3 type PDFFile (pf) (*.pcf) a

A Hide Folders | sme | Chverl

Screenshot: Save Email as PDF
8.4.2 Using the Mail App on a Mac

I.  Open the Mail app. It's the icon of a stamp with an eagle inside. You'll usually find it on the
Dock and on the Launchpad.

(& Applications

=

ﬁ Applications ‘ i
E Desktop 0 ‘I \
i Documents Launchpad.app
€3 Downloads
H Movies — o —
J3 Music : et
2] Pictures

Mission Notes.app
m yoingeo Control.app

Screenshot: Open Mail App

II.  Click the message you want to download as a PDF.
lll.  Click the File menu. It's in the menu bar near the top-left corner of the screen.

Edit View Mailbox Message Format

‘Save as Staﬁonafy...
Attach Files... G3A
Quick Look Attachments... &Y

Export as PDF...

 Print.. P |

Screenshot: Export mail as PDF
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IV.  Click Export as PDF. Select a saving location.
V. Click Save. The PDF is now saved to the selected folder.

Amazon.com

Screenshot: Save Mail in PDF
9. How to upload any evidence on the portal

Navigate to Supporting option under Incident Details, click on “Choose File”.

Preview B Save

ncident Details | Suspect Details ‘ Camplainant Detalls

Complaint/ Incident Details

Category of complatnt® Hecking ] o
Sub-Category of compiaint : * Unaurnrisen Access/Dasa Breach M /]
What was hacked 12l Email 10 Account U Server L Other

i (Breached

Approximate date & time of -E,:gyzmg [AH timiml v

Incident/recsiving/viewing of
cantent; (24 hours farmat)

whera did the incident ocour?

Fecebook v
Facebook Account 1D/ Account [facebook.comvfraudpage |
RL* [EEETOG CONT RS- |
Supporting Evidence™ e
RRMEREE | Dhasss Fls | e iz chasz- I =3
Slzase provide any additions {Maximurm
information about the incidsnt % Limmit 2
250
Characters)

Screenshot: Upload evidence
Note: Select the evidence for the attachment. This upload feature accepts .txt .png .jpeg. jiff .rtf

.jpg .dib .gif .doc .ppt .docx .pptx .pdf. epub .bmp .avi .wmv .3gp .mp4 .mkv .mov .flv .mpg. webm
file types and the maximum file size of 5 mb.
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i@ open %
A &l » ThisPC » Pictures v I Search Fictures L2
Organize = MNew foider = ~ [ 0
A g ~
[ ThisPC 1PG I
:. 3D Objects _—
= osie -
@ Docurnents =—
& Downloads
J’I Music \l/
&= Pictures i3
E=
B videos
e ACER(C) o
Fi[ename:| w| [AiFiles () ~
[ open || canca |

After selecting the evidence then click on Add button.

Supporting Evidence (Upload
Media/Image/Pdf.)*

Choose File | Mo file chozen

Supporting

Text Information Evidence

S.No.Description

facebook.com/fraudpagp|123567.Jpg

Delete |

1&
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Annexure C: Sample of Evidences

To report a complaint user shall have following evidence/information details may include, but not
limited to:

e Copy or screenshot/s of alleged contents/profile

e Screenshot copy of URL of alleged contents

e Alleged and user Email ID, Contact details

e Bank statement from the concerned bank

e Take a copy or screenshot/s of SMSs received related to the alleged transactions

e Copy of your ID proof and address proof as shown in the bank records

¢ Contents should be in both hard & soft forms

¢ Email should be taken from the original receiver. Copy of the forwarded email should be

avoided
e Full Header of the alleged Email (prefer .eml format)
e Copy of email and header should be in both hard & soft forms

Following are some evidence samples which may be provided on the other online cybercrime
categories:

31 Sample Evidence for Cyber Cullying/Stalking/Sexting
Following are some evidence samples which may be provided on the Cyber
Cullying/Stalking/Sexting categories

Traw oli on and 155 ather friends are
v Mbci WA @ usi agram

ssees T-Mobile 4G 547 PM + % 23% 0

£ Primary n i v

Ofivia, you -Ic.ﬂ'“'""
I Will Rape You -
Stop misleading pple u-and go -

back 1o Europe...this s not your country

w a_ the head | will rape you before 1| kill you, you filthy

whoral

See F photo and
- posis from friends on Open

Screenshot: Twitter & lnstagram'Chat/User Profile
3.2 Sample Evidence for Fake Impersonating Profile
Following are some evidence samples which may be provided on the Fake impersonating profile

categories
(For example, attached fake Twitter ID: @wc***********n_)
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3.3 Sample Evidence for Impersonating Email

Following are some evidence samples which may be provided on the impersonating email
category:

Suspect Email ID: ref-dpt01@incometaxindia.in

Tax-Refund Notification. inbox %
Income Tax Deparmgl' ref-dptl 1mncometaxndia gov in wa eighox net I
% Income Tax Department
B3  Deportment of Revenue, Maistry of Finance, Govermment of I

Dear Valued Taxpayer,

We have reviewed your tax fiscal payment for previous years and have resolved
that you are qualified for a refund of the sum of 36,120.25 INR which s your
accumulated tax ex 5. Please submit a tax refund request and allow us to
precess |t within 7{saven) working days.

We appreciate taking the time to learn about our tax refund. 1t's one more way
Income tax department can make your tax payment experience better.
Endeavor to fill in your Information correctly,to enable us make refund to your
account without any delay.

Refund can be delayed for some reasons:

« Applying after deadline of notification.
« Submitting Incorrect account information.

Tax Refund Department

Deparument of revenue,
Ministry of finance, India.

Screenshot: Impersonating mail

3.4  Sample Evidence for Online Job Fraud

Following are some evidence samples which may be provided on the online job fraud category:
For example, need to provide details on portal:

Person Name : Mr. Shashank

Company : Airways LTD

Address . Jet Limited, 319, Udyog Nagar Vihar, Phase IV, Gurgaon -122016

Email . career@job.com, number: +91-99999-88888
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Airways LTD

ADDRESS - jet Limited, 319,
Udyog Magar Vihar, Phase 1V,
Gurgaon - 122016

We are informing you that your resume has been online selected in our annual direct selection of candidates through aur
direct interview in ANRWAYS LT,

Your code number - 5]L- 001 You are in group One.
The Company offers you to join as an post in respective department. You are selected according to vour resume in which
Project you have worked and on the basis of your academic records,

DEPARTMENTS: - GROUND STAFF & CABIN CREW BEXECUTIVES & MANGER'S, HR & Administration, Accountants &
Finance Executive, Cashier, Chartered Accountant, Company Secretary, Back Office, Purchase & Store, Legal Advisor,
Aeronantical Engineer, Radio Engineer, Technical Support Engineer, Aircraft & Aviation Technician | Engineers), Electrical
Engineer, Line Maintenance, Fire & Safety And Security, Medical Officers, 1T Hardwine & Networking, Software Engineers,
Customer Support Executive, BPO Ete & Other According te Your Resume.

TOTAL - 95 candidates Short-Listed, Post - 75, Experience: 0 to 10 Years

JOB LOCATIONS: - Mew Delhi, Uttar Pradesh, Andhra Pradesh, Tamil Nadu, Gujarat, Rajasthan, Maharashira, Punjab &
Others,

INTERVIEW DATES: - 28% September 2016 at Corporate Head Office, GURGAON.

The Selected candidate keeps the right of being getting posted at the desired location subject to the final decision of HRD
after discussion Salary - Min -Rs35, 000/~ to Rs.120, 000 /-per month + incentives, per month on your performance You
are going to get employment in Airway: LTD

NOTE - You have to deposit an refundable security amount by Cash Rs 9950 /- Rs 07 /0972016 into The Bank (UNION
BANK, VIJAYA BANK & CENTRAL BANK) The Job profile and salary offered by Company will be mention in your call latter.
Your call latter and Air Ticket will dispateh very shortly after receiving vour confirmation of security deposited in to the
Bank. The security amount paid by the candidate is refundalde aanount.

NOTE - 07 /09 /2016 s the last date of security deposit in to the bank for A/C Numberyou can Make acall MR SHASHANK
L9200 AM to 6:00 PM.

Late reporting candidates will be not allowed in the process. We are strictly concerned on lime management as per the

valies of the company. The selected candidate visit to company office is not allowed before interview date. Only one Gimily

person is allowed with female candidate. Thiz call letter and group code number 5[ 011, Is pot-transferable. This code is

valid anly for your interview date.

1 Note- You come with your all docmments photocopy, And one hard copy of the invitation mail 1d Proof, 5 Photos.
2 Note - You can call in official working Hours Monday to Saturday-94m to 4 P After the working hours your call will
not be accepted,

1T von are been selected or not, This amount will be refundable, itis just a security deposit as assuring your presence on the
interview date and venue, we will be reserving your air tickets fare upon our expenses, that would be paid by the company
itselr,

NOTE- After Depositing The Security Deposit, Kindly Send Your Deposit Ship, Photo, Id Proof, Scan Copy, And Your Mobile
Humber By Mail At Carger@job.com

Kindly Give The Information After The Deposit OF The Security Amount In To The Bank To Company’s Mentioned Email 1d
Without Information Yoeur Letter Will Mot Be Dispatch To Your Home Address.

Regards
(Senior Manager)

With best wishes,
( Mr, Shashank

+91-59995-23888

Screenshot: Fake Job OfferLetter
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AN
Please Chock Your Attachmant
Submit your Secunty Submission in tha favor of Ashok Layland Lid (NR 7,000)

INDIAN BANK [A'c no:- 845257 064)
-—
FSC CODE 1DNR00ME06T

ACCOUNT HOLDER: ASHOK LEYLAND LTD, | MR. VINAY KUMAR )

V a—

Appaointment letter lemw x -
|r.= hrmanagari@ashekieylandrocraitment in I @@ 10:22 {32 mmdes ago) -
Mfoms -
¥ This emai has an attachmant thal simes anver|fed scripls 1o run on your compater when opaned, Be carshil Leam more

Screenshot: Fake Email of HR hrmanager@ashokleylandrecruitment.in

For example: Account details alleged in case: 6412596544

paytm:; “

Bank Transfer Successful a

¥5,000

Company LTD ®
AJC No. 6412596544 2~ —=—
IFSC Code KKEK0OD1359

UP| Referance No: 819311953678

[) view UPI Transactions

1

Home Mall Szan Bank Inbax

Screenshot: Account Details

3.5 Sample Evidence for Online Matrimonial Fraud
Following are some evidence samples which may be provided on the online matrimonial fraud

category:
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Email id :

- 59¢388

RECEIPT

m_m______g.sldp_uﬁ—

I. of Rupees _m_..ﬂmm

M QHE...
el :
10.D. No.

- by Gash/ Ghsiue L.
2)::*{!%_ o .m..mumwd.ﬂﬂﬂi!% -

] mwm

Nnta !

Othor Bonk Customar

Good marning
(© Success| e
A/C No.:34927950
Your transter has been procassed A/C Name:, JODI MATRIMONY ~=—f—
Branch Name:BARADWARI,
JAMSHEDPUR
Amount  Rs. 1,000.00 IFSC Code :SBINOO12616
S BRANCH CODE: 12616 T1:48 i
Fram  917010050232453 2500 taka pathen 1ra0m
o Matrimonial Company =
34927990729 Kaku ame family sathea Kotha bla:l:he
FSC Code  SBINOD12616& knfearensea - 2.
Branch Nome BARADWARI Bare asleanapne .,
Transoction Type  Instant Pay {IMPS) REb Heak pRYITRATS hored de_a?an
Fess RS0 Ami apni taka ta patiye diyechi pls
Femarks  one year subscription confirm. B91 pim
Apni bolechilen kal cheler Bari asbe but
Trersaction Date  20/12/2018 kal Amar meye r aktu urgent ofc ache tai
Do Jodi Tara Tuesday ase Balo hoi, r apni
RN 835413330939 1ader no ta dile tahole Amra!mmabole :
Roceipt No.  R1QBSZUD1437 hitam, 804 i

Screenshot: WhatsApp and Bank transaction details

3.6

Sample Evidence for Threatening Email

e

Following are some evidence samples which may be provided on the threatening email category:
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< i =

Amygdala home Singapore & @
to me
22 Sep \iew details

Dear Ms. Gana,

Thig is to inform you, we are
reminding you
regarding your job and if we won't received
your details within
24 hours then your offer letter will be
cancelled, and thereafter we cannot proceed
with your process.

1&

3.7

VISIT US AT
EMAIL:

WEBSITE:

828811

JEANETTE TEH CHIA HUI
HUMAN RESOURCE EXECUTIVE
HUMAN RESOURCE

HR@AMYGDALANURSINGHOME.COM

WWW.AMYGDALANURSINGHOME.COM
ADDRESS: 107 PUNGGOL FIELD, SINGAPORE

Screenshot: Threatening Email

Sample Evidence for Business Frauds/Email Takeover
Following are some evidence samples which may be provided on the business frauds/email
category:

Careful read and confirm your banking details & ®

fbox  ®

5 BankOf America <chankingiibongl 0619 (2 days ago) -

DIRECTOR OF REMITTANCE,
BANK OF AMERICA.
115 W 42nd SL, New York, NY 10036, USA.

Ref: BOA/Ts/0xd1/00671
Tel: +1-5187-77-8594

EMAIL: ebanking@boa.gb net

Features: Mortgage Advice, Savings & Loans, Insurance Services,
Currency Exchange, Forelgn Exchange, ATM Cash point

Business Description: Description: Bank Of America Building
Society offers a wide range of services such as financial advice,
martgages, loans, money exchange to foreign cuirency.

NN NN ENENEEENEEEEEE

sEsEEEEREEEmEEEssEEaEsEaEE
Dear Valuable Customer: Miss, Sayma Anher,
Welcome to “Bank of America” Secured Intemet Banking

Services, you are currently In contact with Online Remittance
Department.

Dear Facebook Charity Award Winner,

Greetings for the day!

| am MONIKA SINGH,from Reserve Bank Of India &1
am your Transfer Manager. | am happy to inform you
that you have won Facebook Charity Award of GBP
750,000 which is almost equal to Rs.6 Crores 35 lacs.
We Congratulate you for the same!!!

You have received an email from RBI (rbi-tc@mit.tc)
wherein we have sent you a Transfer Application Form
in order to complete this transfer procedure & you are
kindly requested to take a printout of the form,fill the
form & after scanning mail the form back to us on the
same email ids i.e rbi-tc@mit.tc &
monikasingh.rbi3@gmail.com.

You can call me on 91- 7838196553 for any further
clarifications.

Screenshot: Email Body
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e

Jamey Rowland

RowlandlameyD0s 8@ shatel.ir

|
invoi‘ =]
Jame\:[Row!and
@ Links and other fun,

This-mes
Outlook blocked ac

Thu 2/18/2016 9:59 AM
diana

B

ed o piEin faxt,

Dear diana,

We appreciate doing business with you!

Regards,
Jamey Rowland

|/ Categorize Follow
Up
Tags

vahity kave been disabled in this message. To restore functionality, move this messs

5 to the following petentially unsate attachments; mvorce 57061224 doc,

Attached is the invoice for the product(s) and/or service(s) you recently purchased.

S Filter E<m|

Find

Screenshot: Senders Email

3.8

Sample Evidence for Debit/Credit Card SIM Swap Fraud

Following are some evidence samples which may be provided on the debit/credit card, SIM swap

fraud category:

DEBIT CARD PURCHASE RADIUNIVERSE.COM*
SAO PAULO BRA BRL 157.01 incl. Westpac
Foreign Transaction Fee AUD $1.87

Transaction date: 22 Mar 2018

Amount; -$64.14

v Details

Transaction ID: 0ab9e3bc-ea2d-e811-
9995-005056963182

Central Bank

Fhoger i e SR

7l b opy)
¥ Mﬁmﬂmﬂ] Copy)

of India

B&anhq Branch/em  Date/fam ‘R( 1"}

Credit
L]

CD/HS

e/ S

8. /RDS /0D/CC/DLITL
3 En e o, wH

Afe No.
I

3 [STS[RF

ENER

Full Name'srqer mmumﬁ-}ﬁr&m&mr\

“%%m

|
uapesain |

A /A g ==
(s ath) | :
By Cash / Chenute W*
{Tatal Arnount) & ;
Credil Subjectto Realization of Cnequs /1
/e o) gl oy e -
Far Office Use / e @i wim & fag
. i
" ﬂ‘i‘ e’ i b —n,
Nama & Signature of Rate ith Seal
FEIT A R e wfEs

Screenshot: Transaction detail, bank account slip
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< BA-CYMNUM

Dear Customer, your
request for SIM swap
has been registered in
Sancharsoft with PREM
MOBILE SERVICE

K.D.TRADE CENTER
SHOP NO, 24/33 SUMER
CLUB ROAD
JAMNAGAR GUIARAT,
[£ the request is not
submitted by you, pls
report to them
immediately to stop it

M8

3l anywhere

PERSOMAL

ver5.317|

Mini Statement

urrent Date & Time :19-02-2019 07:47:50 AM GMT+05:30|

Select Account :

1053518 hvd

Account N

¥ 133.54 (Dr)
Epayment

¥ 1.00(D7)
BER

T.390.98 (Dr)
RCTC/YESB

18-FEB-2019 ¥ 25,00 (Dv)
TO TRANSFE Rama 5
ANDB/1 1631

Screenshot: Mini statement

Thank you for using your SBI Dehit
Card 459XXX6995 for a purchase
worth Rs1000 on POS 00005078 at
Billdesk com_BillPay IN txn#
031817636449.

4:09pm, 18 Mar via SM3

Screenshot: Notification bank SMS

e
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1&

HU ] LT
LDEIMMIA ot
BULDHANA 443201 Cust 1D
MAHARASHTRA INDIA Account No
A Open Date
JOINT HOLDERS Account Status
RIGSNEFT IFSC
Branch Code

MNomnation . Nol Regsiered

Erom : 04092017 To - B4/09:2017 Statement of account
Date Nurration Chg/Rel.No. Value I | Withdrawal Amt. Depasit Ami. Closing Balance
GUOW1T | POS S326T6XXXXXX59T1 PAYZAPP BILL PAY PO OODDODMGOIYTAITE | 40917 10.00 15968 30
S DEBIT
DUOR1T | NWD-5326T0X XX KXXS9T101 T16030-AURANGARAD OBOOT24TI022842 | 040917 1,0040.00 14,968 30
01T | POS S326TEXNXXXX 5971 CPONEASSIS POS DEBI 0000 | 5635492515 | (40917 189900 13.069.30
T
STATEMENT SUMMARY :-
Opening Balance Dr Canmt Cr Count Dehits Credits Closing Bal
15,978.30 0 290900 0.00 13,069,360

3.9

Screenshot: Debit/Credit SIM swap fraud

Sample Evidence for E-wallet Fraud

Following are some evidence samples which may be provided on the e-wallet category:

& Transactions
ALL REQUESTS
5 - 48000
t% » R4S
’ 15, 53
Sent to oooooooox(445 -F10000.0
Debited from your account KXAKEDE4S
D P 21121 173608 1 e 15, 522 fm
Sent to xocoooox (445 -#19900.0
Dedsited fram your asecunt ONOKDA4E
[ ol v
B Wallet Topup + 1980000
G Paid using your MASTERCARD anding in 4

2 airtel

Thank you for using My Airtel app, we ho

had an awesome transaction experience <
Payment Date 2017-12-08
Time 20:38:29PM
Name Md . Ajam
Account Number 1343417464

Mobile Number

Transaction Relerence

+91-99993-88888

171208323011

0 W XN LS 70 M1
Pay Via Payment Selfcare - CC
e Sent 16 xo0oo0aoooG445 #100.0 Avenve
FoR Ft
Debsited from your account XXXOXD44S Amount Paid 236.0
v 11 TIFY, v
Payment <
< PayTMm a °
DM-Paytm
¥11000
SMSMMS
Sent Successfully (o
13111799 P Name. Satya Prakash Soni.
STATE BANK OF INDIA. Branch
: Delhi Gate. Udaipur. Account
Received RSBOP from Animesh no. 012123456789.1FSC CODE,
(31 XXXX7298) in your Paytm 0007889
Wallet, Wallet txn id; 17426397665,
9999988888
Upte Rs 2000 Cashback on Hotels.
http:/m p-y.tmyphb T&C Nav 0, 13:03

‘Wallet Txn |D: 195456474

Screenshot: E-wallet transaction frauds SMS

Page 83 of 91



(&
USER MANUAL FOR NATIONAL CYBERCRIME REPORTING PORTAL

3.10 Sample Evidence for Fraud Call/ Vishing
Following are some evidence samples which may be provided on the fraud call/Vishing category:

0 Unknown contact ‘

Obscene Caller Humbﬂ

- ..Q. ¥ Mdiag B
n Exlating
36 npadm reporia
+01 6207177 671
CALL MESSAGE VIDED CALL UNDLOCK

Video call
9:35 AM I +91-99999-56888
931 AM
916207177671 Incoming; 3m 38; (3 View call history

Screenshot: Obscene Caller Number

3.11  Sample Evidence for Internet Banking Related Fraud

Following are some evidence samples which may be provided on the internet banking related
category:

To report Copy of your ID proof and address proof as shown in the bank records.

CvBuzzOnline.Com - Order 27620 e

CvBuzzOnline Com <nfa@svbwzonine com=
o ms .

CuuzzOniine Com
TN o 70T YouT Fleses! i CuSEOnsne Com PrODucs. YOUT Q0" Mg DEen TRCENEC 37 Wil De DIOCESEED ONCE DFjTent Nas Deen
Soemmed

TO TSN T OITET CHCK 0N I IR DRI

Order 1D 1700 '
Dats Agced: 2211/2014 Enat
Paymant Mathod: Dinecoay #
Shipping Wethod: Free Shioing
Fayment Address Shipping Addres
Frogust Mooy Gty once Totas
MESUTIE PRGN TOT) CVENZZONINE Com ogl 1 NE1TH® ME1.73000
Sub-Totss Re1.75000
Frea $hipping: Re000
Tota: A1 75000

Pisase renl o T Tl j0u Mave 7 QUBSNONS

Powersd By CVaumoning.
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e

08.Aug 2013

< ADHDFCBK i
Transaction Details
= NetBanking. Call 18002586161
= if txn not done by you
Transaction Type: Transfer Funds through INFS
Transaction Reference Number: 510318180277 :
802077 is your SECRET One
L?E‘ﬁﬂm Date 1210412013 Time Password (OTP) for
M ryyy)
b o INR 550000 payment of Rs. 640.00 to
TOMGOOGLEPLAYMASTERM
Beneficiary MEIN: 9013 via NetBanking. Do not share it
Beneficiary Mobile: with anyone.
Beneficiary MAS: 001 Thanks for paying Rs.640.00
iy N P— from A/c XXXX7263 to TOM-
GOOGLEPLAYMASTERM via
& NetBanking. Call 18002586161
< if txn not done by you
'y Wi st by | | |
State of India e S
Tae Minkar ia Evary Lukisn £
Welcome : Mr. YOGNATH A PILLAI
Li cuneme Com i
| My Accomts | PaymentaTran lers " Bl Paynents  Enqunes i Prolle 4 e-Foed Depost i t-nn__‘eaemn H‘)ama i _Sulup 8
You are hers: My Accounts > Account Summary Fawountes |- St - m
bonibising Account Information 13Aug 20131293 P IST)
Select ¥ G
of Account Detalls
Aot t 5
iy Account umber 0001234567889
Pening §
ki h“::?":‘:"s'.mm: Description SE1H L MAXGAIN AUG 12
Fepnind Chattan: Mame Me YOGRMATH ARLIL SELYAM PILLAI
Crange Login Pisawoed
Prinl e-Fecept tor PRF Book Balarce 10,53,637 88
. Avallable Balance 15,828.12
Direct Benefit Limit 10,68,464.00
Veansier Urcleamd halance a0
Pimane gut your Asdhasr
number Unked 8o your Drawing Power 10, 69,454.00
trank pacaant Y feeii tats
transter of DBT benetin Curency MR
:::ﬂL:: subwidy i pour Ruke ofinterest (% pa) ]
::::f::“::"' Lien Amoust 0.00
Anthaw lefier Bach
Lt 10 Tramactions
Date (Value Date) Narmtion Rt Ne. Debit Cradit
12-Aug 2013 ATM WOL
{12Aug-2013) ATM 2240 SEI NANDED PHATA PUNE WH ™ 300000
12.h0g-2013 ATM WL
(1240g:2013) ATM 32240 PUNE ARPORT PUNE MHN 1001700
12-Aug-2013 POSPRCH
{12:A0g-2013) POS 222421390052 NDIGO PUNE 3196500
10-Aug-2013 POS PRCH

{08-A0g-2013) iy

0001234567889 300000

3.12 Sample Evidence for

Screenshot: Bank Statement

Ransomware

Following are some evidence samples which may be provided on the Ransomware category:
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your important files are encrypted.

, then your fil
Perhaps you are b
e your time. MNobody can rec over your files

rantee that you can recover all your files safely and ee y. A1l you
submnit the payment and purchase the decryption ke

e follow the instructions:
. Send $38@8 worth of Bitcoin to following address:
1Mz 7153HHuxX TuRZR1t 78nGSdzaft NbBHX
rp ‘?end gour Bitcoin wallet 1D and personal installation key to e-mail
. Your personal installation key:
JZHCHg-PyRSxx-6195PU-5P2pHv-yhTHOG-ncENFB-LHBaUV-PnehF T-bde iyd-Fzx iub

ITf you already purchased your key, please enter it below.
Ray:

Payment details and Email
For example: BTC amount 3 BTC
BTC account address: 18XXV3h9zzz1R4v6DGmfgcooG1Vk9B1m
Email decrypt2017@india.com

Your personal 1D

Your doc photos, datab save games and other important data has been encrypted.,
Data recovery is required interpreter.
To get the mterpreter should pay ts costs] 3 Bteon (3 BTC).

Cash must be transiated nto Btcon-purse] 18300V3hozzz)1 R4vEDGMIgrooGIVIGBIm

1f you have no Bitcoin
» Create a walet Btoon: hitps://blockchan, nfo/na/valet/ney
» Get oyptocumency Bicon:
hitps/focabicons comynu/buy blcons (Visa/MasterCard, QIWI Visa Walet u pp.)
hitpsa/ o bt con, vaka Tipsofiper erme Gurmofsos (nstructon for beginners)

« Send '3BTC btcon address | 180XV3NIzzzHRAVEDGMIgeooGIVdBIm
After the payment, send an e-mal addres: n a letter to ndicate your personal dentifier

In a response letter you wil receve a program to decrypt.
After start-nterpreter program, al your fies wil be restored.

Attention!

« Do not asttempt to remove the program of run the ant-vrus tooks

Screenshot: Ransomware Details

3.13 Sample Evidence for Unauthorized Access Data/Breach

Following are some evidence samples which may be provided on the unauthorized access data
breach category:

Example: Website URL: https.//pastebin.com/0a4xKSn2
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I ® O & htpsy ‘pastebin.com/0a

: ‘ PRO APl  tools fag  deals Q search

00 .COm 89315196 2016-02-86 €0:50:88 Send mail

il.com @ 2016-82-85 22:208:16 Send mail

il.com 21832001 2016-82-85 83:56:21 Send mail

5814832 2816-02-83 18:37:15 Send mail

igmail.com 33217682 2016-82-63 €1:46:36 Send mail

inbox@gmail.com 65234564 2816-82-01 85:43:34 Send mail
-S 2016-02-81 83:37:24 Send mail

1 @ 2016-@1-31 @e:41:23 Send mail

il.com 1744138 2816-81-38 €6:51:38 Send mail

Screenshot: Website URL and content

3.14 Sample Evidence for Website Related/Defacement

Following are some evidence samples which may be provided on the website related/defacement
category:

For example (Website URL: www.website.gov.in)

www.website.gov.in «—

Screenshot: Website defacement upsc.gov.in

Other info: Mirror page of hacked website
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© | www.zone-h.com/mircor/id/31577279)

Events Archive Archive® Onhold Notify Stats Register  Login o

Hotified by: 1337 IP address: 117333212} el
System: Win 2012 o e Notifier =tats
This i= 3 CACHE (mirar) pags of the site whan it was s=ved by our robot on 2018-03-16 032:13:07

Screenshot: Mirror image of defaced website (website.gov.in) on zone-h

3.15 Sample Evidence for Cryptocurrency Fraud

Following are some evidence samples which may be provided on the cryptocurrency fraud
category:

For example (Transaction details BTC address: 1FjqYtC3wwfzpAQDcRRTJRZguksfQRWeDq)
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-

0 6 ps/wwannm [

Confirm BTC Send

Trantaction Dotails

To I tFjq Y 3wwl:nn{}r.'N:FGF‘-'T.IH?g-ui!.FfJH\'J-:-[}w I

Amourt 0,00547 BTC $54.00

Coinbase fee £0.00

Miner fee 0.0000749BTC 50,14

Total 00056849 BTC £54.14

Enter the 2-step vedification code pravided by SHS 1o your phone

n 9129342

Diign 't recotve Bhe SMET Be-send SMS

Sellers Btc Address : 1FjqYtC3wwfzpAQDcRRTJRZguksfQRWeDw

Seller business page https.//www.facebook.com/wedvs

1&
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&« Bitcoin Sell

SMS/MMS

16-5 2158

Dear Mr sV
lam
make scz
COMPran
You maks

account ¢
Received

wallet. | a
and your

Going 10|
and sociz
other Indi.
Good bye

(snare @) (cory @) (ciose ©)

Snapshot: SMS Bitcoin details

3.16 Sample Evidence for Online Trafficking

Following are some evidence samples which may be provided on the online trafficking category:
For example: UserlD: seller userid, m***********g

Messaging app: Instagram
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nosts followers fallowing

e Following h

| cud introduce you to da #TrapLife #Act #Loud
#8503396017 ..., Text Me. .. 200Pints 2200z

istmas eve de,
d tmrw only!
ialShit

& seueruseriD | | Foow

sweot_gmss_iichen, clyde_guevars, 1T

Apromism Faband £neu S8r FOnces
strainfhunter87 Dm

malall EConcenios mwnd mweak:
dennthonyishy Mare infa, Thank you

Screenshot: User ID
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